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INTRODUCTION

By aiming to evaluate the strengths and limits of IR theory in order to gain an understanding
of security in the digital or information age, we take on an exceedingly difficult task. Not only
has this issue hardly ever been addressed before, leaving us with barely any literature to base
our analysis on — we also enter a realm of vast extent, indistinct boundaries, and a sloppy con-
ceptual arsenal. There are more questions of the basic sort than answers: What is information
age security and how might it be defined in a meaningful way? Is there really anything new
about information age security that clearly sets it apart from more traditional security matters?
Which specific aspects of information age security do we want to explain and why? And,
maybe the most challenging question in the context of this project: is a theory of the informa-

tion age needed at all?

Due to the vocabulary of clichés that inhabits the information age debate, we must place par-
ticular emphasis on conceptual precision in order to arrive at meaningful analysis. Absent any
satisfactory definition of “information age security”, we must fill the concept with meaning

by designating issues that could be part of it. It is sensible to discern two categories: offensive



activities such as information warfare, cyber-crime, or cyber-terrorism (Libicki 1999; Cohen
1996: 39; David 1997; Cooper 1997; Parker 1983; Lewis 2002; Pollitt 1997); and defensive
activities such as defensive information operations, information assurance, or critical informa-
tion infrastructure protection (CIIP) (Libicki 1995; Dunn and Wigert 2004; Dunn and Mauer
2006). The common denominator of these issues is their unspecified connection to the so-
called information revolution and cyberspace, or, more specifically, their connection to the

so-called information infrastructure.

However, it is not easy to understand what exactly the information infrastructure is. This is
due to the fact that it has not only a physical component that is fairly easily grasped — such as
high-speed, interactive, narrow-band, and broadband networks; satellite, terrestrial, and wire-
less communications systems; and the computers, televisions, telephones, radios, and other
products that people employ to access the infrastructure — but also an equally important imma-
terial, sometimes very elusive (cyber)-component, namely the information and content that
flows through the infrastructure, the knowledge that is created from this, and the services that
are provided (Dunn and Wigert 2004: 19-20). Furthermore, it would be misguided to restrict
“information age security” to cyber-attacks or incidents or, conversely, to cyber-targets, be-
cause the means of attack can be both physical (such as a backhoe to sever a telecommunica-
tions cable, or explosives) and virtual (such as electromagnetic pulse or hacker tools) (OCI-

PEP 2003: 12; Devost et al. 1997: 76).

It is striking that all the issues named above are very ambiguous concepts, each one with its
own string of varying definitions. As a basis for theorizing, this situation is not satisfactory. In
fact, it is doubtful whether the label “information-age security”, or any similar term, is practi-
cal at all due to its imprecision. In order to lay the foundations for theorizing, therefore, we
must first carefully identify what precise aspects of the phenomenon we want to explain for

what reasons. It is clear, furthermore, that the scope and nature of a possible theory for as-



pects of the information age depends on how we perceive and interpret the magnitude and
depth of the current transformations. Such theorizing might either aim to be thoroughly “new”
if the current transformation is thorough and sweeping — or it might be considered satisfactory

to adapt old approaches to specific circumstances if changes are less thorough.

By setting out to answer what IR theory has to offer in terms of explanations for security in
the information age, “information-age security” is in fact automatically and uncritically re-
garded as a specific phenomenon that establishes a specific context with a specific impact and
thus creates the need for new approaches. However, it is doubtful whether this is actually the
case. Below, we first set out to understand what makes the information age special and what
its defining features are. From there, we go on to describe what this means for international
relations. We will show that states mainly focus their attention on the protection of critical
(information) infrastructures due to a very particular information-age threat image. Notwith-
standing this trend, we argue that the forces of the information revolution have not changed
the conditions of security, defined in an objective sense as the absence of threat to a society’s
core values and in a subjective sense as the absence of fear that these values will be attacked
(Wolfers 1962; Baldwin 1997: 13). What has changed significantly due to the particularities

of the information age, however, are some of the conditions for securing.

The distinction between security and securing is slight but pivotal; while security is a momen-
tarily static condition, securing has a somewhat differing connotation: it includes the act of
making something safe or secure and thus of actively thwarting possible threats to any given
referent object of security, implying actors, politics, and policies. Due to the information
revolution, we can observe a qualitatively significant change in the (perceived) nature of
threats or risks to security, a change in some of the means to achieve the goal of security, and
a change in the constellation of actors involved in the securing process. We then show that the

defining key feature of the information age, underlying all of these observations, is the pre-



dominance of complexity and change on two levels: 1) on the level of technological systems

and 2) on the level of the international system.

From the field of complexity studies, a research area belonging to the natural sciences, we
learn about the behaviour of systems in general, and speculate on the consequences of this in
the third sub-chapter. However, while complexity theory offers answers to certain questions
concerning the technical systems, we argue that the applicability of these ideas is somewhat
limited for the political realm. The main reason for this is that from a constructivist vantage
point, the information revolution and ensuing complexity only matter when they are perceived
to matter. They are nothing more than conditions that shape the threat perception of key deci-

sion-makers and thus have an impact on their thoughts and actions.

INFORMATION-AGE LITERATURE SCRUTINIZED

There is little doubt among experts that the basic conditions of international relations have
changed in the last decade, with the information revolution often named as one major driver
of change (Zacher 1992: 58-59; Castells 1996). But what is this famed information revolution,
and what makes it so special? It is common knowledge that the significance of information is
not unique just to our time, but that it has always been vital to humankind. It is also com-
monly understood that throughout history, advances in scientific-technical fields have played
major roles in changing human affairs, and that there have been other information and com-
munication revolutions, all of which significantly shaped history, human activities, and their
institutions (Papp et al. 1997; Waldrop 1998; Deibert 1997; Hobart and Schiffman 2000;

Borgmann 1999; Freeman and Louca 2002).

When probing phenomena that have been drained of meaning by overuse, researchers must be
particularly careful not to fall into the trap of re-inventing the wheel or calling everything

“new” just because it appears so at first sight. They should rather strive to see things in their



proper historical context and advance to the core of things by meticulously analysing what
exactly sets this development apart from other developments. Such an undertaking is ham-
pered by imprecision in terminology: “Information revolution” or “information age” are terms
currently used by many different parties for many different facets of an elusive phenomenon,
leaving the researcher with a confusing diversity of usually poorly defined concepts (Fisher
2001; French 2000). The nature of these terms is such that they have never been precise in
their meaning — nowadays, however, they have been used so extensively that they can basi-
cally mean everything, and are thus ultimately devoid of meaning altogether. But even though

the terms have become mere catchphrases, there is simply no alternative to their use.

In our view, the current “revolution” concerns a special set of technologies, often subsumed
under the heading of information and communication technologies (ICT) (Alberts et al. 1997).
In particular, the marriage of computers and telecommunications and the ongoing and dy-
namical integration of these technologies into a multimedia system of communication with
global reach are defining features of the current technological development. This adds a great
deal of speed, capacity, and flexibility to the gathering, procession, and transmission of data
into knowledge, and enhances humankind’s ability to communicate, to utilize information,
and to overcome obstacles earlier presented to communication by distance, time, and location

(Dunn 2002: 59-64).

To advance from here on and begin to interpret what this technological expansion actually
means for the individual, society, the state, or international relations implies a great deal of
speculation. Even if certain ramifications seem evident, there is almost no empirically
grounded research that would allow us to convincingly move beyond the anecdotal evidence
that is frequently offered. Nonetheless, in order to determine what the international commu-
nity believes to be the key characteristics of the current revolution, we recapitulate the main

arguments from the information revolution literature below.



The Changing Nature of Power

At the core of these writings lies the notion that we face changes in the nature and quality of
power. Power in politics is often divided into three subsections: economic, military, and po-
litical power. These are the three pillars on which the ability of nation-states to achieve their
goals rests. Economic power is derived from the resources within a state’s borders and the
aptitude to trade them, military power comes from the availability of people and material, and
political power is drawn from the potency of leaders and institutions, the people’s support,
and endorsements from other nation-states (Rothkopf 1999: 325-26). The traditional view of
Realist political science, in a basic form, is that military power dominates other forms of au-
thority, and that the states with the most military power therefore dominate world affairs. This
interpretation of the Realist school was critically confronted as early as 1977, mainly as a re-
action to observations about a changing economic world (Keohane and Nye 1977). Since
then, the resources that produce power capabilities have become even more complex; today,
the three “pillars of power” are being shaken by the growing influence of information and

communication technology (ICT) on international relations.

Control over knowledge, beliefs, and ideas is increasingly regarded as a complement to con-
trol over tangible resources such as military forces, raw materials, and economic productive
capability. Often, one hears that “information is power” (Nye and Owens 1996). In a political-
science view, this is the case because information reduces uncertainty and can result in an
asymmetrical advantage over others that have less information at their disposal. ICTs, which
help to accumulate information that can be turned into knowledge, are therefore today’s ulti-
mate and most important power resource. Economic instruments, too, have gained importance
for the exercise of power. This mainly empowers multinational corporations and other busi-

ness entities. The most influential and most frequently cited article on the topic is Keohane



and Nye’s “Power and Interdependence in the Information Age” (Keohane and Nye 1998;

Nye 1990).

The Relative Power Loss of State Actors

It is frequently argued that the main locus of power resources has shifted from military, to
economic, and now to informational resources, as noted in the previous chapter. Transfer of
authority occurs in diverse directions through “fragmegrative” dynamics (Rosenau 1998),
creation of wealth today happens through ideas, knowledge, and opportunity. Power increas-
ingly flows to centres of innovations and technological know-how, and — on the individual
level — to a new kind of technological elite, those specialists who control or master ICT
through extraordinary skills or ideas. There are two central conflicts that reveal the nature of
the ongoing redistribution of power: first, the idea that the emergence of a global electronic
marketplace will bring about the inevitable collapse of the state’s economic pillar of power, as
companies increasingly become global citizens and economic boundaries no longer corre-
spond to political ones (Rosecrance 1999); and second, the notion that the information revolu-
tion empowers new forms of international actors, thus challenging the state’s status as the

major player in the international system (Papp and Albert 1997).

The information revolution is not only seen to affect the role and position of states, but also
the position and influence of other actors in international affairs. These are mainly interna-
tional governmental organizations (IGOs), multinational corporations (MNCs), and non-
governmental organization (NGOs). It further exerts considerable influence on the role of the
individual: The strengthened position of the individual can be explained by the expansion of
the individual’s diagnostic capabilities thanks to the advance of ICT, which allow citizens to
become more competent and enhance their analytical skills. This development has been la-

belled “skill revolution” (Rosenau 1998: 42-45).



The outcome of this rearrangement will likely be a skewed, complex, and volatile pattern of
power distribution, as transfer of authority occurs in diverse directions and changes are ab-
sorbed and operationalised by different actors at different levels in different ways and at dif-
ferent speeds. The final result of such a development, it is assumed, will be a “bifurcation” of
global structures into state-centric and multi-centric subsystems where states are no longer the
only key actors (Rosenau 1990; Nye 1998). In order to express the complex and ambiguous
nature of the development, neologisms like “fragmegration” (fragmentation/ integration) or

“glocalization” (globalization/ localization) have been created (Rosenau 1998).

FROM QUANTITATIVE CHANGE TO QUALITATIVE CONSEQUENCES

Even though many of the claims concerning changing power structures ring true in some way,
most of them are based on the premise that more information and communication technolo-
gies automatically imply a qualitative difference. However, even if we count the numbers of
computers connected to the Internet, the use of mobile phones in percentage of the overall
population of a country, or the size of information available on the World Wide Web, no con-
vincing conclusion is possible as to their impact. Quantities are undoubtedly important, but it
is only our attribution of meaning to them that will allow us to truly theorize about the infor-
mation age. As Kai Holsti writes, meaning is the link connecting quantitative changes
(causes) to qualitative changes (consequences) (Holsti 1998: 5). Unless we attribute meaning
to quantities, we have no way of knowing when change becomes significant, or when it is or
becomes truly transformational. In fact, one could argue that a new theory is only required if
we establish that there is such a fundamental change in the environment that old approaches

no longer hold true.

When we turn to IR theory, we find that even though the arguments about the nature of
change, its possibilities, and its consequences are implicit in the great debates among theorists
of IR and thus constitute a major area of disagreement, the issue has been largely neglected in

8



the mainstream literature in this field (Buzan and Jones 1981; Ruggie 1993; Holsti 1998).
However, (new) institutionalist approaches offer an interesting approach to the topic of
change: If we view the international system as an ensemble of institutions, which can be de-
fined as practices constituted by norms or rules (Kratochwil 1989: 64), one might argue that a
fundamental change in the international system occurs when a significant part of its constitu-
tive norms or rules are altered. Susan Strange has argued similarly, stating that technological
changes only change power structures if they are accompanied by changes in the basic belief
systems which underpin or support the political arrangements acceptable to society (Strange
1988: 123). The key question in connection with our topic can therefore be rephrased as fol-
lows: Have quantitative changes induced by the information revolution produced a significant
amount of new patterns, norms, practices, or institutions so as to cause a fundamental qualita-

tive change in the international system?

There is no simple answer to this question, for a number of reasons that are conceptual as well
as empirical: First, these developments are recent and ongoing, and difficulties in grasping
their true proportions are inevitable, because we are in the midst of the process ourselves.
Second, the implications are far from straightforward: Many observers have pointed out that
complexity and change are the two defining characteristics of the information age, since the
present epoch is marked by persistent opposites and derives its order from episodic patterns
with very contradictory outcomes (Rosenau 1990; CSIS 1996). It is therefore very difficult to
produce stringent empirical evidence for or against the claim that international institutions
have changed. Third, the above question refers to a systemic and sweeping phenomenon, a
fundamental type of change that transforms the practices and constitutive conventions of the
entire system. This universalism is the hallmark of almost every conventional international
relations theory. However, in the light of the fact that developments are not only ongoing, but

also very ambiguous, a context-dependent approach is more appropriate. Fourth, and most



importantly, we believe that the perception of these changes is what truly matters, and not
their objectively measurable reality. Hence, in the following, we focus on qualitative conse-

guences with empirically observable effects on securing practices.

Broadening of the Threat Spectrum

First and foremost, the information revolution is directly responsible for the rapidly increasing
number of forewarnings in the 1990s concerned with information age security (Eriksson
2001b). There are two sides to the particular information-age threat image: A new kind of
vulnerability due to dependency of modern society’s on inherently insecure information sys-

tems on the one hand, and the aforementioned redistribution of power on the other:

e Due to falling costs, increased and large-scale availability, greater utility, and ease of use,
ICT has vastly propagated into all aspects of life, with the result that societies in devel-
oped countries are becoming increasingly dependent on them for their well-being, every-
day life, work, economic transactions, comfort, entertainment, and many personal interac-

tions (Dunn 2002: 62-65).

e The perception today is that there are a variety of actors in the cyber-environment who are
willing to contravene national legal frameworks and hide in the relative anonymity of cy-
berspace. The growing prevalence and aptitude of these cyber-based threat actors is seen
as considerable threat to national security, because they seem to have the capacity to in-
flict significant damage through tools that are readily available and relatively easy to use
by those with even a cursory knowledge of, and skill in using, computer technologies

(PCCIP 1997).

These two aspects together feed the fear of severe asymmetrical vulnerabilities, a concept
extensively discussed in the United States (Blank 2003; Metz and Johnson 2001: 2; Husain

2003; Berkowitz 2003). The word “asymmetry” is used to describe a broad range of threats

10



and tactics; at the core of the term is the intention to circumvent the opponents’ advantage in
capabilities by avoiding their strengths and exploiting their weaknesses (Kolet 2001). The
concept of asymmetric threat or vulnerability connotes that “the enemy”, clearly doomed to
fail against the mighty US high-tech war machine in any conventional conflict, will instead
plan to bring the US to its knees by striking at vital points at home (Berkowitz 1997) — these
points being fundamental to the national security and to the essential functioning of industrial-
ized societies as a whole, and not necessarily to the military in particular. These vital points

are called “critical infrastructures” (ClI) in today’s security debate.

The concept of critical infrastructures usually includes sectors such as information and tele-
communications, financial services, energy and utilities, transport and distribution, plus a list
of additional elements varying across countries and over time (Moteff 2002; Dunn and Wigert
2004; Abele-Wigert and Dunn 2006). Attacking infrastructure has a “force multiplier” effect,
allowing even a relatively small attack to achieve a much greater impact. Because the CI de-
livers a range of services that individuals, and society as a whole, depend on, any damage to
or interruption of the CI causes ripples across the technical and the societal systems. For this
reason, CI structures and networks have historically proven to be appealing targets for a

whole array of actors (OCIPEP 2003).

In fact, protection concepts for strategically important infrastructures and objects have been
part of national defence planning for decades, though at varying levels of importance. To-
wards the end of the Cold War and for a couple of years thereafter, the possibility of infra-
structure discontinuity caused by attacks or other disruptions played a relatively minor role in
the security debate — only to gain new impetus around the mid-1990s, due to the information
revolution (Luiijf et al. 2003). Since then, critical infrastructure protection (CIP) as a policy

issue has risen to the top of the security agendas of many countries in the last couple of years.
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The information infrastructure plays a very special role in the CIP debate. Vulnerabilities in
critical infrastructures are believed to be on the rise mainly because the information infra-
structure underpins many elements of the critical infrastructure, which therefore become de-
pendent on a spectrum of highly interdependent national and international software-based
control systems for their smooth, reliable, and continuous operation (Moteff et al. 2003;
Rathmell 2001). This, in turn, leads to increasingly complex interdependencies. This part of
the global or national information infrastructure, which is essential for the continuity of criti-

cal infrastructure services, is called critical information infrastructure (CII) in the debate.

The increasing value of information and the availability of electronic means to manage its
ever-growing volume have not only made information and information systems an invaluable
asset, but a lucrative target, too. Information systems are exposed to failures, are attractive
targets for malicious attacks, and are susceptible to cascading failures. The interdependency
factor means that critical infrastructures do not need to be attacked physically, but may be
targeted through electronic or virtual means, the worst-case scenario being a concerted action
by qualified hackers with hostile intentions that could force a whole nation to its knees
(PCCIP 1997: 5-8). This is seen as a particularly worrying prospect because the “enemy” be-
comes a faceless and remote entity, a great unknown that is almost impossible to track and
that opposes security institutions and legal systems that are ill-suited to counter or retaliate

against such a threat.

As a qualitative consequence of the second order within the information revolution, this par-
ticular threat image causes very specific reactions in the form of critical infrastructure protec-
tion policies. This circumstance, in turn, has led to the situation where CIP or the securing of

the information age lies at the heart of the “information-age security” debate.
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Complexity as a Key Feature of Systems

A second qualitative consequence of the information revolution is complexity. It is an uncon-
tested assumption that complex problems are on the rise in, and due to, the information age.
One possible explanation for complexity in the technical world can be found in the combina-
tion of two laws of technical innovation, namely Moore’s Law and Metcalfe’s Law, which are
widely credited as having provided the stimulus that has driven the stunning growth of Inter-

net connectivity (Moore 1965; Metcalfe 1995; Downes et al. 1998):

e Moore’s Law states that the number of transistors per square inch on integrated circuits
will double approximately every 18 months, which means that computing power rises ex-

ponentially over time.

e Metcalfe’s Law states that the value of a communication system grows as the square of
the number of users of the system, which implies an increasing number of networks,

nodes, and links.

According to one simple but straightforward definition, complexity is the sum of interdepend-
encies plus change (Cf. Gomez 2001: 151). This means that complexity in information infra-
structure systems is increasing, as an exponential technological development leads to change
and brings forth an increasing number of networks, nodes, and links to growing interdepend-
encies. In addition, the complexity of these systems grows with the extension of the geo-
graphical reach and the expansion of the services provided, the introduction of new compo-
nents with richer functionality using diverse technologies, and the layering of systems over

systems (Kyriakopoulos and Wilikens 2000; Masera and Wilikens 2001).

Mainly as a consequence of their interactions with the information infrastructure, the critical
infrastructures are being composed into networks-of-networks of different sizes. Three main,

interrelated trends affect these infrastructures: 1) their increasing complexity, with an accel-
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eration that reflects the general evolution of technology; 2) their interconnectedness, put into
practice at different layers: organizational, procedural, informational, material; and 3) a grow-
ing reliance on ICT, both for internal use and for interaction with external systems (Masera
and Wilikens 2001). Therefore, infrastructures are complex and interdependent systems, and
it is not possible to control their full range of interaction with the surrounding, pre-existing

technical and social environments.

System complexity has two immediate consequences for the topic of critical infrastructure
protection. First, a well-known theory claims that technological systems that are interactively
complex and tightly coupled will be struck by accidents that cannot be prevented. Because of
the inherent complexity, independent failures will interact in ways that can neither be foreseen
by designers nor comprehended by operators. If the system is also tightly coupled, the failures
will rapidly escalate beyond control before anyone understands what is happening and is able
to intervene (Perrow 1984; Turner and Pidgeon 1997). This overall pessimistic perspective on
accidents and the limited possibilities of preventing them and coping with them resonates in

much of the information age security debate.

Second, the dynamic interactions of complex, decentralized, open, unbounded (technical)
systems amounts to an overtaxing of abilities to articulate and evaluate the problem, thus cre-
ating a practical challenge for those involved in drafting measures for securing. As Forrester
showed back in the early 1960s, complex systems behave contra-intuitively due to parallel
occurrences happening at different speeds, irregularities, and non-linear cause/effect relation-
ships, with the result that the human brain is unable to “read” these systems correctly (Forres-
ter 1961). Besides, the tools currently available for evaluation of these systems are inade-
quate; the “methodological toolbox” in use is filled with old tools that have, in some cases,
been hurriedly adapted to a new set of problems (Dunn 2004; Dunn 2005; Dunn 2006). How-

ever, both the systems and the risk environment have become qualitatively different in a way
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that demands new analytical techniques and methodologies for their evaluation (Allen and

Sledge 2002).

Furthermore, it has become almost conventional wisdom today that “the world”, or to put it in
IR terms, the international system, has also become more complex. The main reason usually
given for this is the growing number of independent international and transnational actors
playing power games on multiple levels evolving around national, regional, and global dy-
namics (Jervis 1997a, 1997b). Complexity is thus seen as a consequence of there being more
actors in the international system. In addition, the observation that the present epoch is
marked by persistent opposites and derives its order from episodic patterns with very contra-

dictory outcomes is seen as a sign of increasing complexity (Rosenau 1990).

The feeling of increasing complexity on a higher system level is closely linked to the fact that
the intellectual tools presently available to probe the pervasive uncertainty underlying our
emergent epoch are not sufficient to the task. In that sense, complexity and the overtaxing of
our abilities is more than a mere practical problem for those involved in the securing of the
information infrastructure. In fact, we can argue that the world has always been complex, but
it has been one of the aims of IR theory to render it more intelligible by simplifying it. The
most nefarious consequence of Waltz’s legacy of an uncompromising search for a universal,
parsimonious theory has in fact been that mainstream IR theory cannot account for complex-

ity and the closely connected concept of change.

THEORETICAL AND PRACTICAL IMPLICATIONS

At least since the development of Shannon and Weaver’s information theory (Shannon and
Weaver 1949), formal, semi-formal, or informal notions of “complexity” have been used to
express properties of objects and processes in a variety of fields. Despite or maybe because of

the diversity of scientific efforts involved in this work, little agreement has been reached on
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what, precisely, complexity entails, or how a general notion of complexity may be systemati-
cally applied to various fields of research (Butts 2001; Cambel 1992: xi). In addition, many
different kinds of complexity, such as logical, relational, semiotic, computational complexity,
are distinguished (Biggiero 2001; Casti 1979), so that the problem does not end when appro-
priate definitions are found, but extends to the issues of measurement and the understanding

of implications.

One prominent field of research that suggests itself for determining how complex systems
behave, is that of complexity studies, a branch of chaos theory. “Chaos theory” is a grab-bag
expression for a whole set of studies, an amalgam of different techniques of mathematics and
science concerned with order and pattern where formerly only the random, erratic, and unpre-
dictable had been observed (Gleick 1987; Kellert 1995). The difference between chaos and
complexity theory is not entirely clear-cut, but we can state that chaos theory mainly deals
with situations such as turbulence that rapidly become highly disordered and usually unman-
ageable, whereas complexity studies deal with systems whose behaviour may be hard to pre-
dict, but have a good deal of structure (Axelrod and Cohen 1999: xv). The notion of systems
is the founding stone of the “new sciences”, and the larger framework that brought forth chaos
theory is the so-called theory of dynamical systems (Crutchfield et al. 1986). Complexity
studies are in fact applicable to all kinds of systems, regardless of their size or nature, so that
the following is universally applicable both to technological (sub-) systems and to the interna-

tional system.

Complexity Studies and the Behaviour of Complex Systems

According to the usual definitions, complex systems are complex insofar as they incorporate a
number of variables that simultaneously play many different roles in the system’s evolution
and following many different laws of behaviour (Cohen 1995: 88). Complexity is expected to

arise as a natural development when a system reaches a certain level of variety and diversity
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because of many simple components interacting simultaneously. The complexity is thus actu-
ally in the organization, more precisely, in the myriad possible ways that the components of
the system can interact. Therefore, its behaviour is not predictable from knowledge of indi-
vidual elements but can only be discovered by studying how these elements interact and how
the system adapts and changes throughout time (Waldrop 1992: 86). Complex phenomena can
also occur in relatively simple systems with very few variables. Or, put differently, simple

rules and simple initial conditions can give rise to the most complex behaviour (Merry 1995).

One of the fundamental issues of complexity is the nature of order and organization (Bos-
somaier and Green 2000: 6). In complexity theory, the appearance of new order is explained
through the concept of self-organization, which connotes a spontaneous formation of a stable,
but complex pattern out of seemingly random entities (Foerster and Zopf 1962; Ashby 1962;
Bak 1996). In general, self-organization refers to an evolutionary process in which the inter-
nal organization of a system increases automatically without being guided or managed by an
outside source. Self-organization is triggered by internal variation processes, which are called
“fluctuations”: Over time, complex systems become increasingly sensitive to internal and
external fluctuations — and the more complex a system is, the more sensitive and vulnerable to
fluctuations it becomes (Merry 1995: 65; Prigogine 1981). At a certain point, these fluctua-
tions pass a critical threshold, also called a bifurcation point, and then, following a transi-

tional stage of chaotic fluctuations, completely reorganize the entire system (Laszlo 1991).

The ability of a system to evolve in such a way as to approach a critical point and then main-
tain itself at that point is called self-organized criticality. Bak, who coined the term, argues
that complex behavior in nature reflects the tendency of large systems with many components
to evolve into a poised, “critical” state, highly imbalanced, where minor disturbances may
lead to events, called avalanches, of all sizes (Bak 1996). This means that complex systems

tend to adapt to, or are themselves on, the edge of chaos and most of the changes take place
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through catastrophic events rather than by following a smooth gradual path — the new path the

system will take cannot be predicted and controlled (Ibid.).

Complex systems further show surprising and unexpected behaviour that is a property of the
system as a whole. Often, they self-organize in an evolutionary process in which the internal
organization of a system increases automatically without being guided or managed by an out-
side source (Crutchfield 1994). Structures can emerge both through the influence of emergent
phenomena on the various parts of a system, such as the effect of norms on individuals, and
through the emergence of entirely new dynamics within the system (Mihata 1997: 33). Due to
the emergent behaviour, the complex system cannot be understood by reducing it to its parts;
moreover, the behaviour we are interested in evaporates when we try to reduce the system to a

simpler, better-understood one (Bar-Yam 1997: 11).

That complexity theory in highly relevant to the CIP debate is clearly discernible from the
fact that multi-million dollar efforts are currently under way at the US National Infrastructure
Simulation and Analysis Center (NISAC) to develop computer simulation tools that can pre-
dict, in real time, the consequences of disruptive events on a nation's critical infrastructures.
The modelling approach utilizes an agent-based methodology to predict critical infrastructure
interactions. It treats infrastructures like Complex Adaptive Systems (CAS), which are popula-
tions of interacting agents where an agent is an entity with a location, capabilities, and mem-
ory (Rinaldi et al. 2001). With this perspective, each component of an infrastructure consti-
tutes a small part of the intricate web that forms the overall infrastructure. This viewpoint
incorporates benefits for modelling and simulation, and it is hoped that such approaches will

be able to explain (some) emergent behaviour of large-scale critical infrastructures.
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Limits of the Complexity Paradigm

Apart from being directly applied for the modelling of complex interdependencies, chaos the-
ory and its various strands, developed in a natural sciences context, are also increasingly be-
ing applied to the social sciences. What the new science seem to have done is to place within
our grasp a set of very powerful intellectual tools and concepts to think with, which appear to
be free of many of the limitations of the traditional approaches. New concepts, such as emer-
gence, become conceivable, and new methods, such as nonlinear computer modelling, suggest
themselves as legitimate modes of study (Eve et al. 1997: xxi; Byrne 1998; Cederman 1997;
Cederman and Gleditsch 2004; Alberts and Czerwinski 1997). Given the fundamental differ-
ences between physical and social systems, various authors have explored the validity of ap-
plying the conceptual and methodological tools of chaos theory to social systems (cf. Albert
19953; Eve et al. 1997; Turner 1997). Most of these writings come to the conclusion that this
exchange can be very fruitful, if one is aware of the dangers of abusing concepts from other
disciplines, such as chaos theory, or extending them by false and farfetched analogy to sup-

port existing theories or normative views (Albert 1995b: 2; Michaels 1995).

However, the hopes that complexity theory may somehow point the way to a course of action
which can ameliorate the uncertainties inherent in a complex world have been disappointed,
mainly because the benefits have been exaggerated (Bak 1996: 43-44; Rosenau 1997). An-
other major problem is that the application of the mathematics of chaos, of genetic algorithms
that manipulate precise numerical data through explicit operational rules, and of nonlinear
dynamics requires quantification and availability of lengthy time-series data (Kellert 1995).
Since human actions and cultures can never be so clearly encapsulated, the question is
whether the chaos paradigm is even methodologically accessible at all to scholars in the hu-

manities (Cohen 1995).
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In addition, there are severe limitations to the system paradigm that the whole construct of the
new sciences depends on. One problem is the inherent automaticity in systemic thinking. To
see a system as if it were a living organism in which things happen without outside influence
fails to take into account the most central parameter of the social world: the actor, or more
explicitly, the freedom of the actor to act. The main problem, however, is one of system on-
tology: calculation and modelling inherently rely on our ability to define the variables of the
system. This is dependent on our ability to describe the system, or more specifically, on our
ability to describe the system boundaries: However, the designation of factors as being exter-
nal (exogenous) or internal (endogenous) with regard to a system depends largely on the

viewpoint of the observer (Bertalanffy 1968: 141).

Ultimately, all boundaries are dynamic rather than spatial. Hence, an object — and in particu-
lar, a system — is definable only by its cohesion in a broad sense, that is, by the interactions of
the component elements (Bertalanffy 1975: 165-166). But how can we know whether a vari-
able is present in a system, unless we already know all the variables it interrelates with? Inter-
actions or interrelations are never directly seen or perceived; they are always conceptual con-
structs. This means that no meaningful distinctions can be drawn between “real”, observable

objects and systems on the one hand, and “conceptual” constructs and systems on the other.

Lessons and Implications of the Complexity Paradigm

But even though we might not be able to define system boundaries, we can draw some lessons
for the topic of information age security from the complexity paradigm. Complex systems
exhibit a number of specific, non-exclusive features and behaviours, from which some lessons
can be drawn, without falling into the trap of domesticating “real-world demons in ill-fitting
complex cages” (Bowker 1993) or of abusing metaphors. As described above, both the inner
workings and the external manifestations of systems are characterized by interrelation. This

means that complex systems cannot exist in isolation — by their very nature, they are tied to
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and connected to other systems, and couple together to create higher order systems. This
means that results cannot be predicted from the separate actions: the effect of one variable
depends on the state of another. We can also argue that strategies depend on the strategies of
others. Interactions between strategies occur when actors consciously react to others and try to
anticipate what others will do. Both the success and failures of policies are therefore deter-

mined interactively (Jervis 1997a; Axelrod 1997).

Furthermore, non-linear behaviour is one of the cornerstones of complexity, as it creates un-
predictability, uncertainty, and volatility in the system. Cause and effect, or inputs and out-
puts, are not proportional; the whole does not correspond to the sum of its parts, or are even
qualitatively recognizable in its constituent components. This means that behaviour changes
the environment: initial behaviour patterns and outcomes often influence later ones, producing
powerful dynamics that explain change over times and that cannot be captured by labelling
one set of elements “causes” and other “effects” (Jervis 1997b). In other words, initial condi-
tions have an impact on the outcome of the events. Tiny causes can have enormous effects.
Small uncertainties are amplified, so that even though the behaviour is predictable in the short
term, it is unpredictable in the long term (Merry 1995: 26-27). Extreme sensitivity to initial
boundary conditions or historical paths makes detailed prediction impossible (Mihata 1997:
33-34). Because specific dynamic system outputs cannot be predicted (in the long run), it is
not possible to plan, via prediction, the outcomes of an intervention in a social system

(Michaels 1995: 23).

The first implication of the complexity paradigm is therefore mainly methodological by na-
ture, since the underlying assumption, which views the current environment as being interac-
tive to a degree as to inhibit the tracing of causal sequences, obviates the framing of hypothe-
ses that link independent and dependent variables. The presumption that certain phenomena

(the independent variables) are prior in time to those they affect (the dependent variables)
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may be valid in a short-term context, but it may not hold in a stretched-out time perspective
(Rosenau 1992: 17-18). We should therefore switch our attention from outcomes to processes
(Michaels 1995), which is also the remedy proposed by some constructivists to overcome the

agent-structure problem (Kratochwil 1989).

However, complexity, whether on the technical system level or on a higher, international
level, is, again, inherently a matter of perceptions. Views that abolish the concept of objective
reality also dissolve the idea of intrinsic complexity, meaning that complexity is not an intrin-
sic property of an object, but rather depends on the observer (Casti 1996: 7). This means that
no matter whether or not an objective reality exists, it is approachable only through social
definitions. Individuals do not respond to the (probably existing, objective) reality directly,
but through socially constructed thought frameworks. In theoretical terms, this means that
complexity, if perceived by decision-makers or other influential actors to be a problem, will

influence the threat perception of key actors and their subsequent actions (Eriksson 2001a).

The same is true for the observation made above that there are more actors on the interna-
tional stage today, wielding more influence due to the skills revolution, and with more knowl-
edge at their disposal. Based on the premise that decentralized network-based soft power
structures have gained in importance, the argument runs that the state’s monopoly on author-
ity has become fragmented, and a plethora of non-governmental organizations, social move-
ments, and other transnational non-state networks are now competing with states for influence

(Papp et al. 1997; Nichiporuk and Builder 1997).

In CIP, we can observe that governments can no longer “go it alone”: In securing the informa-
tion age, governments are challenged to operate in unfamiliar ways, sharing influence with
experts in the IT community, with businesses, and with non-profit organizations, because the

ownership, operation, and supply of the critical systems are in the hands of a largely private
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industry, which is diverse, intermixed, and relatively unregulated (Baird 2002). Collectively,
this industry has far more technical resources and operational access to the infrastructures
than the government does, so that ultimately, the private sector will have to do most of the
work and must bear most of the burden to make infrastructures more secure (Goodman et al.
2002; Bosch 2002). As a result, the process of policy-making is becoming more and more
open and is being transformed from a single-entity phenomenon to a multi-entity one, as it has
become customary to involve representatives of all major stakeholders in the policy prepara-

tion process (O’Brien et al. 2003).

Clearly, what matters is not whether the change in power is objectively “true” or not, but
whether states are willing to include non-state actors in the policy process. Such changes in
the prevailing ideas about security practices challenge the state-centric perspective on interna-
tional relations and its attendant notion of a distinction between domestic and foreign policy.
Consequently, the principles of the Westphalian order are not valid as a starting point for ana-
lysing security in the information age. Approaches are required that focus on sub-units of the
state, but also take into account specific traits of the international system as changed by the

information revolution.

For our purposes, this means that actors and their respective values, interests, and beliefs
should be the main unit of research. It is crucial to understand the way individuals adopt
changed practices arising from new conceptions of identity and political community, thereby
altering interactions among states, or, conversely, the way in which changes in interactions
among states lead to changes in practices among individuals (Koslowski and Kratochwil
1996; Braumoeller 2003: 2). Specific actor constellations will develop specific interpretations
of information-age security threats and necessary countermeasures. Depending on the “win-

ning” actor constellation and their influence in the policy domain, these interpretations will
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dominate the threat debate at given points in time and will be responsible for specific coun-

termeasures.

CONCLUSION

The broad overarching research question addressed in this publication is what the impact of
the information revolution is on security and what IR theory can say about these issues. At the
beginning of this chapter, a few critical questions were raised concerning this task. We asked
ourselves what information security is and how it might be defined in a meaningful way, and

came to the conclusion that the term is not precise enough to be useful.

For one thing, many of the anticipated changes seem apparent, but just as many have yet to
come into the open, as transformations are ongoing. Statements about the implications of the
information revolution on security must be seen in much more relative terms than generally
suggested, especially because the outcome of change is truly contradictory and a lot less ex-
plicit than some scholars like to envisage. The complexity paradigm further turns one’s atten-
tion to the concept of the inherently unpredictable situation — a situation that is unpredictable
in and of itself, not just by virtue of the limitations of the observer. This resonates well with
the general postmodernist approach, in which no objective determination is possible. The new
sciences confirm the message that the observer and the observed cannot be detached from
each other, and that observation itself is an ontological event. Additionally, the complex is
assigned a specific epistemological meaning: It shows the limits of knowledge due to com-

plexity and unpredictability.

Further, if we take the twin-forces of complexity and change seriously, we must reject the
notion of a “grand” theoretical project that attempts to distil complexity, paradox, and change
into neat theoretical packages and categories. The positivist-empiricist idea, which still domi-

nates the discipline, that a trained observer can encapsulate the amazing complexity of the
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world into grand theoretical projects through a variety of rigorous procedures, is antithetic to
the current circumstances. While looking at grand theories may have heuristic value, we
should acknowledge that everything is in flux and that paradox and uncertainty prevails in
today’s security environment. This means that even though we might aim to reflect on theo-
retical premises, any theorizing will be limited in scope, and generalization might be condi-

tional rather than universal.

So, is a theory of the information age needed? All things considered, the information revolu-
tion is a very important variable in the equation of the modern world that has the ability to
truly change some aspects of international relations. But more importantly, information-age
security is not something that can be objectively identified and analysed, but rather an ever-
changing construct. What it does, however, is change the perception of security and security
practices. To study security in the information age thus means to focus on the process by
which key actors subjectively arrive at a shared understanding of what is to be considered and
collectively responded to as a security threat in the information age. Even if we conclude that
this observation makes a specific theory for information-age security redundant, the forces of
the information age are still very poorly understood. Therefore, and due to the fact that there
is very little exchange between information-age research and the IR community in general, we
believe that the information revolution and its impact on various aspects of IR should con-

tinue to be studied in much more depth.
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