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CONCLUDING REMARKS

The Role of the State in Securing the Information Age – Challenges and Prospects 
Myriam Dunn Cavelty and Victor Mauer

A commentator once said about securing the information age that it was ‘a Gordian knot around which many stakeholders circle, pulling on the strands that seem most promising and causing the entire thing to tighten even more snugly rather than loosen to reveal its internal structure’.
 Even though this quote dates back to 1999, it still rings true today. The conundrum of security in the information age and the state’s role in it represents a major challenge to many actors from a variety of communities, and its inner secrets are far from being revealed.

The essays in this volume have contributed to mapping the diverse layers, actors, approaches, and policies of the cyber-security realm. However, while it is increasingly apparent that the dynamic integration of new information technologies into a multimedia system of communication has an influence on the international system, there is far less consensus about the theoretical and practical implications of the often-contradictory developments, and our understanding of the consequences of the information revolution for international relations and security still remains rather limited. The primary reason for this is that the outcome of the expected changes can by no means be easily comprehended. Instead, they are intriguingly complex, contradictory, and a lot less explicit than some scholars like to envisage. The complexity and volatility of the development severely impedes attempts to comprehend it. While it might just be too early to say with any confidence where the world is heading, and while the pervasive uncertainty may be resolved over time, we believe it far more likely that ambiguity has become the defining feature of our times, and is therefore more than just a passing inconvenience soon to be resolved. In this concluding chapter, we will address this issue and ask ourselves what this means for the posture of the state in the information age. 

Specifically, we have addressed the topical complex of information, power, and security in this volume and have found that one of the key issues in the debate is the role of the nation-state in a changing environment. The developments of the past decade have in fact led many observers to assume that the forces driving global change are acutely undermining the state and its political freedom of action. State power, according to some observers, is being eroded by the effects of the information revolution. It is true enough that when it comes to securing the information age, governments are challenged to operate in unfamiliar ways, sharing influence with experts in the IT community, with businesses, and with non-profit organisations, because the ownership, operation, and supply of the critical systems are in the hands of a largely private industry. 

However, it has in fact become evident in the last couple of years that rather than becoming obsolete, the traditional nation-state is adapting its role and functions to changing circumstances. Cyberspace is shaped by policies; it is not some natural feature or a ‘thing’ that grows wild and free naturally, as John Perry Barlow suggests in his ‘Declaration of the Independence of Cyberspace’.
 In the last couple of years, states have ceaselessly shaped the extra-territorial realm of the internet to the best of their ability. Indeed, there is every reason to assert that states are collectively enforcing their authority in cyberspace. Consequently, we have not witnessed the end of the nation-state, but a return to overlapping authorities, including various forms of governance structures.

The Role of the State in Securing the Information Age
However, the information age also presents the state with many difficulties and challenges. Throughout this volume, we have pointed to implications of the information age for security. First of all, protecting society against asymmetrical threats that arise partly from the information revolution has become the central security policy concern today. The importance and relevance of the issue for the security community is largely based on the fact that the information infrastructure – the combination of computers and communications systems that serve as the underlying infrastructure for organisations, industries, and the economy – has become a key asset in today’s security environment.
 All critical infrastructures are increasingly dependent on the information infrastructure for a variety of information management, communications, and control functions. This dependence has a strong national-security component, since information infrastructure enables both economic vitality and military and civilian government operations. In particular, the information infrastructures of the government and the military depend on commercial telecommunications providers for everything from logistics and transport to various other functions.
 Current trends, such as the opening and liberalisation of the markets, globalisation processes that stimulate the cross-national interconnection of infrastructures, and widespread access to telecommunications networks, are heightening the security requirements of the infrastructures in countries across the entire world. 

At the same time, new forms of warfare have focused the minds of a variety of actors on the importance of information in the strategic world. The concentration on the information domain leads to a change in how wars are fought and to new conceptions of power in international relations. In modern conflicts, the military uses language, images, and information to assault the mind, damage the morale, and affect the volition of the enemy: information operations generally expand the battlefield to encompass the minds of the world’s population. Herein, they blur the boundaries between civilian and military objectives and systems, and also between war and peace, since many aspects of information operations are conducted on a permanent basis. 
How then can states, faced with transnational and transversal challenges, ensure security in the information age? In a changed strategic context of security policy, the demand that critical infrastructures be protected adequately raises an interesting question: Who should carry responsibility for protecting them? Clearly, the state is not the only international actor that provides public services such as security, welfare, education, and law. But the scale of the threat and the complexity of the task at hand call for a leading role of the state. At the same time, it is obvious that like other security issues, the vulnerability of modern societies – caused by dependency on a spectrum of highly interdependent information systems – has global origins and implications. To begin with, the information infrastructure transcends territorial boundaries, so that information assets that are vital to the national security and to the essential functioning of the economy of one state may reside outside of its sphere of influence on the territory of other nation-states. Additionally, ‘cyberspace’ – a huge, tangled, diverse, and universal blanket of electronic interchange – is present wherever there are telephone wires, cables, computers, or human-made electromagnetic waves, which severely curtails the ability of individual states to regulate or control it alone. Thus, there can be no question that the world-wide scope of the internet demands an international approach, even though each cyber-criminal is a physical entity in a physical location with an internet connection.

It has been argued that one fruitful approach to the problem of cyber-security is to focus mainly on economic and market aspects of the issue.
 There are many strong arguments to be made for the idea that global economic development, steered in the right direction, may be the most suitable force to address the problem – rather than a strong focus on security measures of all sorts. By applying an economic viewpoint, the insecurity of the internet can be compared to environmental pollution, and cyber-security can be shown to have strong traits of a ‘public good’ that will be underprovided or not provided at all in a privatized market. In economics, a public good is a good that it is difficult or even impossible to produce for private profit.
 Public goods provide a very important example of market failure, in the sense that individual behaviour seeking to gain profit from the market does not produce efficient results. The production of public goods results in positive externalities, which are not remunerated. In other words, because private organisations cannot reap all the benefits of a public good that they have produced, there will be insufficient incentive for them to produce it voluntarily. At the same time, consumers can take advantage of public goods without contributing sufficiently to their creation. This is called the free-rider problem.
 

Economic studies propose a number of possible solutions to the free-rider problem. All of these offer interesting options for the provision of cyber-security in a globalising world – and all of them show that the traditional nation-state has a strong role to play. Some public choice theorists advocate government intervention and provision of public goods by the state. In other words, governments would have to make up the difference between the optimal level of cyber-security and the level that the private sector provides voluntarily. Also, if voluntary provision of public goods does not work, then the obvious solution is to make their provision mandatory.
 One general solution to the problem is for governments or states to impose taxation to fund the provision of public goods. A government may also subsidise the production of a public good in the private sector. 

In fact, there is another role for government, linked to a third solution to the free-rider problem, that might, in combination with some state intervention where truly needed, produce promising results: The Coasian solution, named for economist Ronald Coase.
 The Coasian solution proposes a mechanism by which the potential beneficiaries of a public good band together and pool their resources based on their willingness to pay to create the public good. A government can serve as the convener, bringing parties to the table for such solutions. It can enforce – either through persuasion or, where necessary, through regulation – the sort of behaviour that many believe is needed. Moreover, government can use purchasing criteria to create a market for products that conform to certain specifications, like security standards.

Furthermore, governments should eliminate ‘cyber-crime havens’. Different countries have different legal systems and criminal laws; therefore, arrangements and cooperation mechanisms between enforcement agencies are the appropriate way to deal with cyber-crime that crosses borders. States should review their laws in order to ensure that abuses of modern technology that are deserving of criminal sanctions are criminalised and that problems with respect to jurisdiction, enforcement powers, investigation, training, crime prevention, and international cooperation with respect to such abuses, are effectively addressed. Liaison between the law enforcement and prosecution officials of different states should be improved, including the sharing of experiences in addressing these problems. 

Other solutions should consider furnishing an international organisation with sufficient funds to subsidise abatement, and empowering it with sharp enough teeth to penalise non-compliance. At the World Summit on the Information Society 2005 held in Tunis, it was suggested that perhaps the UN could govern the internet, and devise treaties to address issues such as cyber-security. Some support the idea, while others feel that it would add more bureaucracy and cause further delay in dealing with cyber-security issues if the treaty-making effort were to start from scratch, as UN treaty-making is inordinately cumbersome and certainly unduly time-consuming. An alternative method for moving towards a global framework would be to take an existing treaty and broaden its signatory base: This procedure is advocated by many who refer to the model of the Council of Europe Convention on Cyber-Crime. For the existing convention with its broad coverage to be put to a more global use and thus to save precious negotiation time, it would be necessary to focus on its built-in merits and flexibilities.

To achieve this, a global culture of cyber-security would be needed, since a common understanding of threats and needs can only be fostered if all relevant stakeholders find a common language to address these issues. Equipped with such a common understanding, the many stakeholders will no longer have to pull on the strands that seem most promising, but will be able to systematically untangle those strands that have hitherto kept the community from developing a global culture of cyber-security. The 2003 WSIS Declaration of Principles calls for such a culture in order to strengthen the trust framework, including information security and network security, authentication, privacy, and consumer protection, all of which are prerequisites for the development of a strong information society, a goal pursued in many countries around the world.
 The WSIS Plan of Action proposes to reach that goal mainly by promoting cooperation among governments and by getting them, in close cooperation with the private sector, to prevent, detect, and respond to cyber-crime and the misuse of information and communication technologies by developing guidelines and considering legislation, by strengthening institutional support, and by encouraging education and raising awareness.
 

Ambiguous Transformations – Taking Complexity, Ambiguity, and Uncertainty Seriously
At the same time, complexity, ambiguity, and change are determining characteristics of the new world of information networks – and they are anathema to ‘the state’, which is by nature slow, rather conservative, and reactionary, and often seeks to maintain a status quo and an equilibrium. In order to understand and skilfully adapt to the changes around them, states need to develop new conceptual repertoires and adequate strategic tool kits that will better equip them to meet the challenges posed by the new threat picture, the speed with which the world is evolving, and the extreme global complexity that is emerging. In this conclusion, we want to suggest that uncertainty, ambiguity, and change should not necessarily be seen as adverse conditions. In fact, taking them at face value and discarding the belief that the environment will revert to the old days opens up new avenues of analysis and action.

We can state with certainty that complex problems are on the rise in, and due to, the information age. One possible explanation for complexity in the technical world can be found in the combination of two laws of technical innovation, namely Moore’s Law and Metcalfe’s Law, which describe phenomena that are widely credited as the stimuli driving the stunning growth of internet connectivity: Moore’s Law states that the number of transistors per square inch on integrated circuits will double approximately every 18 months, which means that computing power increases exponentially over time. Metcalfe’s Law states that the value of a communication system grows as the square of the number of users of the system, which leads us to expect an increasing number of networks, nodes, and links. According to one simple but straightforward definition, complexity is the sum of interdependencies plus change.
 This means that complexity in information infrastructure systems is increasing, as the exponential growth of technological development leads to change, and as the increasing number of networks, nodes, and links creates growing interdependencies. In addition, the complexity of these systems grows with the extension of the geographical reach and the expansion of the services provided, the introduction of new components with richer functionality using diverse technologies, and the layering of systems over systems.

It is almost ironic that in today’s all-digital world, uncertainty should reappear as a major concern. Humanity has often developed technologies to regain control and ensure stability. Digital computing, for example, prevailed because of its ability to eliminate uncertainty in data representation and transformation, even after a vast number of computing steps. Now, however, the same technology seems to accelerate changes and therefore feeds the complexity spiral.
 In fact, we can put together a considerable list of contradictory phenomena that lead to hybrid outcomes: The information revolution empowers individuals as well as elites; it breaks down hierarchies and creates new power structures; it has a fragmentising as well as an integrating effect; it amplifies the capacity to analyse, but reduces reaction times; it offers better information, but also raises more questions about authenticity and security.
 The most important characteristics of security in the information age thus seem to be complexity, ambiguity, and ensuing uncertainty, especially uncertainty as to the scope of future transformation and as to the most appropriate response to these developments.

Rather than concluding with the realisation that we live in complex times, as some authors do, we want to venture to discuss below how security is being transformed by complexity, ambiguity, and the ensuing uncertainty – as well as instances of continuity. This is no easy undertaking and involves a great deal of speculation, as one complexity researcher has noted: ‘one consequence of emerging complexity is that you cannot see the end from the beginning […] emerging complexity creates not one future but many.’
 Nonetheless, the discipline of complexity sciences teaches us that complex systems of any sort exhibit a number of specific, non-exclusive features and behaviours. From these, some lessons can be drawn without falling into the trap of domesticating ‘real-world demons in ill-fitting complex cages’
 or of abusing metaphors. 

For one thing, there are cause-and-effect relationships between the so-called ‘agents’ that form the system, but both the number of agents and the number of relationships defy categorisation or analytic techniques. Cause and effect, or inputs and outputs, are not proportional; the whole does not correspond to the sum of its parts, and is not even qualitatively recognisable in its constituent components. Tiny causes can have enormous effects. Small uncertainties are amplified, so that even though system behaviour is predictable in the short term, it is unpredictable in the long term.
 Thus, extreme sensitivity to initial boundary conditions or historical paths makes detailed prediction impossible.
 Initial behaviour patterns and outcomes often influence later ones, producing powerful dynamics that explain change over times and that cannot be captured by labelling one set of elements ‘causes’ and other ‘effects’.
 Because specific dynamic system outputs cannot be predicted (in the long run), it is not possible to plan, via prediction, the outcomes of an intervention in a social system.
 

First and foremost, our observations question the one assumption that pervades the practice and the theory of decision-making and policy formulation: the supposition that underlying relationships between cause and effect can be understood. This assumption of order takes for granted that from the study of physical (and observable) conditions, we can derive or discover general rules or hypotheses that can be empirically verified and that create a body of reliable knowledge, which can then be developed and expanded. This has a couple of implications that we want to discuss below.

Implications for Theory-Building
The first result of ambiguity that we want to dwell on applies to the discipline of IR scholars. What becomes clear from the above is that ‘grand’ theorising about security in the information age is neither possible nor feasible. If we take the twin forces of complexity and change seriously, there can be no ‘grand’ theoretical project that distils complexity, ambiguity, and uncertainty into neat theoretical packages and categories. While looking at grand theories may have heuristic value, we should acknowledge that everything is in flux and that paradox and uncertainty prevail in today’s environment. This means that even though we might aim to reflect on theoretical premises, any theorising will be limited in scope, and generalisations might be conditional rather than universal. 
The complexity paradigm also focuses attention on the concept of the inherently unpredictable situation – a situation that is unpredictable by nature, not just by virtue of the limitations of the observer. This resonates well with the post-modern view that no determination is possible. The complexity sciences confirm that the observer and the observed cannot be detached from each other, and that observation itself is an ontological event. Additionally, the complex is assigned a specific epistemological meaning: It shows the limits of knowledge due to complexity and unpredictability. The positivist-empiricist idea, which still dominates the discipline, that a trained observer can encapsulate the complexity of the world into grand theoretical projects through a variety of rigorous procedures, is antithetical to the current circumstances. It is clear that analyses of causes and consequences always depend largely on the context. In the light of what we have argued above, this becomes even more relevant: if generalisation becomes difficult, the specific gains prominence. 

The problem is, though, that it is very easy to slip into generalisations about ‘technology’. In another sign of increasing complexity, the linking of computers with other technologies also makes it increasingly difficult to distinguish clearly between different media. It is very important to note that not every ICT wields the same impact. To be as precise as possible, we should focus on the impact of specific information technologies on specific areas and institutions of government (or vice versa, on the implications of particular forms of governance or government for particular information technologies), at particular points in time, rather than generalizing.
 Taken to the extreme, we should constantly ask ourselves what kind of governance, what kind of information revolution, and what kind of international system we are looking at. As such an approach is clearly unachievable given that theorising calls for at least some generalisation, we should at least make the point here that context and perspective become as important as rationality. The issues discussed here are often not about ‘objective’ reality, but about perceptions and understanding. This means that any analysis will be aided by thinking about the ways in which different people might perceive the same situation. The advantage of such an approach is the understanding not only that there are different perspectives on an event or situation, but also that this understanding can be used to one’s advantage.
 

Implications for Politics
The second result of ambiguity and change is that governments are increasingly faced with situations where the common tools and techniques for analysing the environment are no longer sufficient. The most common technique in use is ‘risk analysis’ in the context of security issues. Risk is usually understood as a function of the likelihood of a given threat source displaying a particular potential vulnerability, and the resulting impact of that adverse event.
 The label ‘risk analysis’, then, refers to the processes used to evaluate those probabilities and consequences, and also to investigations of how to incorporate the resulting estimates into the decision-making process. The risk assessment process also serves as a decision-making tool, in that its outcomes are used to provide guidance on the areas of highest risk, and to devise policies and plans to ensure that systems are appropriately protected.
Even though there are various methods of conducting a risk assessment, they often entail a very similar catalogue of objects, threats, vulnerabilities, and probabilities, and define links between them. All these approaches assume order in the form of linear cause-and-effect relationships. Risk assessment breaks problems down into smaller parts. However, one of the hallmarks of complex systems is that they display emergent behaviour that is a property of the system as a whole and that cannot be studied by taking the system apart.
 Furthermore, risk assessment originated in the technical context of limited or ‘closed’ systems. When discussing information networks, however, we are no longer dealing with closed systems in a centrally networked environment, but with systems that are part of global network environment that knows no bounds, no central control, and offers only limited insight into the underlying system structure. These unbounded systems also lack well-defined geographic, political, cultural, and legal and jurisdictional boundaries.
 The international environment has become qualitatively different in such a way that new analytical techniques and methodologies are required to evaluate it.
Learning to recognise and appreciate complexity, ambiguity, and uncertainty is liberating in a way, because we can start focusing on different methods that might work well in situations where the assumption of order does not hold. Our aim should not be to reduce uncertainty, as traditional scientific methods do, but to accept it for what it is. We learn from the complexity sciences that complex spaces bring forth certain patterns, the details of which are unpredictable. Certainly, once a pattern has stabilised, its path appears logical, but it is only one of many that could have stabilised, each of which also would have appeared logical in retrospect. Relying on historically stable patterns of meaning implies that we will be insufficiently prepared to recognise and act upon such unexpected patterns in the future. However, these patterns are usually recognisable in their basic forms, and with practice, one can even learn to stabilise or disrupt them, and to shape desirable patterns by creating so-called ‘attraction points’. 
 This means that decision-makers and researchers must learn to accept ambiguity, complexity, and uncertainty without fear if they are ever to make sense of the dynamics of the information age.

Notes
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