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CHAPTER TWO

Is Anything Ever New?– Exploring the Specificities of Security and Governance in the Information Age

Myriam Dunn Cavelty
Introduction

There is not much doubt among experts that the basic conditions of international relations have changed in the last decade, with the information revolution often being named as one major driver of change.
 The seeming dominance and prevalence of information in many aspects of modern life has caused this age to be dubbed the ‘information age’. Along with ‘information society’, ‘cyber-terrorism’, ‘cyberspace’, ‘e-business’, etc., ‘information revolution’ and ‘information age’ are expressions that only entered our vocabulary a few decades ago
 but are now commonplace in the press, political speeches, popular books, scholarly journals, and everyday conversations.

It is common knowledge, however, that the significance of information is not unique just to our time, but that it has always been vital to humankind. It is also commonly understood that throughout history, advances in scientific-technical fields have played major roles in changing human affairs recurrently, and that there have been other information and communication revolutions, all of which have significantly shaped history as well as human activities and their institutions.
 The key issue, therefore, is to identify the defining characteristics and special qualities of the current ‘revolution’, and in our context, to analyse the implications for national and international security and governance. 

The difficulties of studying the information age and its implications for international relations and security are considerable, not least because previous work on the subject is relatively sparse, disorganized, and hardly informed by International Relations theory or other theoretical approaches. In addition, due to the vocabulary of clichés that inhabits the information-age debate, we must strive particularly for conceptual precision to arrive at meaningful analysis. There are three major semantic cornerstones of the information-age vocabulary: ‘information’, ‘cyber-’, and ‘digital’, all of which are so important that they have come to represent the age we live in. The information-age vocabulary is created by simply placing these prefixes before familiar words, thus creating a whole arsenal of new expressions. The nature of these terms is such that their meaning has never been precise – nowadays, however, they have been used so extensively that they can basically mean everything, and thus ultimately nothing. To put it mildly, a ‘definition quagmire’ has arisen in terms of information-age vocabulary so that it is often difficult to know what one is talking about.

Furthermore, more often than not, technology is seen as an abstract, exogenous variable rather than something that is inherently endogenous to politics.
 As a result, the majority of scholars fall into the trap of over-interpretation and technological determinism when exploring the characteristics of technology and the implications of the current information revolution.
 Technological determinism has always been an alluring temptation: The conviction that the world is subject to change and is about to enter into a new phase of history is a near-permanent feature of modern life, mirroring a belief in an unbroken line of constant progress closely linked to technological development.
 Europeans began the last century optimistically, thinking that the railroad and telegraph had made advanced nations too interdependent to afford armed conflict. By mid-century, it seemed clear that radio, cinema, and the mass media were transforming society as profoundly as steam power and factories had transformed industry in the 1700s.
 Today, it seems beyond dispute that humankind has progressed from the agricultural age through the industrial age to arrive at the information age.
 

Next to this feeling of novelty and uniqueness, issues connected to the increasing complexity and rapid rate of change in modern society are often cited to underscore that the information revolution is fundamentally changing modern life. However, complexity and change are not at all new to our times, but were already widely discussed in the 1960s and 1970s.
 Back then, as now, developments in the technical sphere continually seem to outpace the capacity of individuals and social systems to adapt. Thus, the notion of ‘out-of-control’ technology and fears of vulnerabilities due to dependency on technology are recurring themes in political and philosophical thought.
 

What this shows us is that the current efforts to grasp the meaning of challenges to security created by the information age should be seen in an appropriate context, so that prevalent feelings and assumptions may turn into informed understanding of causes and effects of the latest technological and policy developments. In this paper, we endeavour to identify and describe what it is that sets security in the information age apart from security in other ages, and explore how to best approach the topic theoretically. This will help us to understand key characteristics of the information age and show possible solutions for overcoming the challenges states are faced with today. 

The Information Infrastructure as Society’s Achilles Heel

In order to theorise about security in the information age, we need to come to a conclusion as to what is essentially new – and also, and more difficult, concerning what has fundamentally changed due to these novel foundations. It is clear that the scope and nature of how we perceive and interpret the magnitude and depth of the current transformations greatly impacts on how we start thinking about the issue and ultimately, how we approach it theoretically. If we believe that nothing fundamental has changed, then we are either not looking at the issue in the way that most realists do, or we may come to the conclusion that it is enough to revamp older approaches or adapt them to slightly changing circumstances. On the other hand, if we believe that the information revolution has brought about a more fundamental change in the international system, old approaches are no longer sufficient.

It is considerably easier to answer what is new than to pin down what has changed. In this chapter, we argue that two points are indeed ‘new’, in the sense that they are unprecedented: the technology (which, as we will show, is inherently insecure) that fuels the current information revolution is new; and the dependency of society on this technology is new. Before we turn to these two issues separately, we try to establish what information-age security actually is. 

Setting the Stage: Defining Information-Age Security

Due to the newness of the topic and the attention it has attracted, few semantic walls have been erected around the relevant concepts in information-age taxonomy,
 with the result that these terms have so many meanings and nuances, that the words quickly become confusing or lose their meaning altogether. In the absence of any satisfactory definition of ‘information-age security’, we can best fill the concept with meaning by designating issues that could be part of it. It makes sense to discern two categories: offensive activities such as information warfare, cyber-crime, or cyber-terrorism; and defensive activities such as information assurance or critical information infrastructure protection (CIIP).
 The common denominator of these issues is their unspecified connection to the so-called information revolution and cyberspace, or, more specifically, their connection to the so-called information infrastructure. 

It would, however, be misguided to restrict ‘information-age security’ to virtual means of attack or incidents: The means of attack against the information infrastructure can be physical, such as a hammer, a backhoe, or a bomb, but can also consist of cyber-based hacking tools. The same is true for the target: it is not that easy to understand what exactly the information infrastructure is. This is due to the fact that it not only has a physical component that is fairly easily grasped – such as high-speed, interactive, narrow-band, and broadband networks; satellite, terrestrial, and wireless communications systems; and the computers, televisions, telephones, radios, and other products that people employ to access the infrastructure – but also an equally important immaterial, sometimes very elusive (cyber-) component, namely the information and content that flows through the infrastructure, the knowledge that is created from this, and the services that are provided.

Security in the information age is thus linked, on the one hand, to the technological side of the information revolution: information and communication technologies and the broader information infrastructure. Furthermore, it concerns threats against the information infrastructure, but also threats emanating from it. Mainly, it is about cyber-threats – a rather vague notion for which no definitions exist, but which signifies the malicious use of information and communication technologies (ICT) either as a target or as a tool by a wide range of malevolent actors – and countermeasures to thwart these cyber-threats. Since this ‘definition’ is still fairly imprecise, we want to look at specific aspects of the information infrastructure in the next chapter in more detail.

The Apparent Insecurity of the Information Infrastructure… 

To start with some basics, information can be understood as an abstraction of phenomena, or as a result of our perceptions and interpretations, regardless of the means by which it is gathered.
 Consequently, information is distinct from technology. In contrast, however, what we can do with information, and especially how fast we can do it, is greatly dependent on technology. Thus, the tools of the current ‘revolution’, often subsumed under the heading of information and communication technologies (ICT) – among the most important of which are advanced computing, advanced networking, cellular/wireless technology, and digital transmission/compression
 – are giving this age its distinct characteristics.

Some argue that the beginnings of the current information revolution go back to the invention of the telegraph,
 but it was definitely only in the early 1990s that a confluence of events brought about what can be described as a ‘techno-crescendo’ of information revolution dreams, when computers became popular with the masses, and knowledge workers began to outnumber factory workers.
 One of the most noteworthy features of this more recent technological environment is the tendency towards ‘connecting everything to everything’, thus creating vast open networks of different sizes and shapes. 

From their modest beginnings some 20 years ago, computer networks have become a pivotal element of modern society
 and networks in a more abstracted sense have even become a metaphor for many aspects of modern life.
 The marriage of computers and telecommunications and the worldwide assembly of systems such as advanced computer systems, databases, and telecommunications networks has made electronic information widely available, and helped to turn the current revolution into a phenomenon of such grand proportions. 

The tools of the information revolution are rapidly advancing and changing, even though the burst of the dot-com bubble has considerably dampened the hyper-tech euphoria of the late 1990s. Experts tend to agree that the major technological trends of the future are automation, mobility, miniaturisation, global networking, and the increasing ubiquity of computing and networking.
 In our context, especially the security implications of this are of interest. Since cyber-threats are about the malicious use of the (global) information infrastructure, the (current and future) characteristics of the technological environment have a considerable impact on the perception of the threat. Especially the increasing number of disruptive occurrences in the cyber-domain plus the Microsoft monoculture on operating systems that show persistent security flaws has led to the impression that the IT-world has a severe security problem.

The internet as a key component of the networked global information infrastructure can be used to demonstrate the inherent insecurity of the technological environment. As every computer that is connected to a larger part of the global information infrastructure is part of the internet, this insecurity weighs particularly heavy: every such machine becomes, in theory, susceptible to attack and intrusion. It was also the extensive and widespread dependence on the information infrastructure, or at least the perception thereof, that has called new attention to the importance of information to national security in the first place.

In order to understand the intrinsic insecurity of the internet, a historical ‘detour’ is most enlightening. As is well known, the internet began as ARPAnet in the 1960s, a US Department of Defense project to create a nationwide computer network that would continue to function even if a large portion of it were destroyed in a nuclear war or natural disaster. During the next two decades, the network that evolved was used primarily by academic institutions, scientists, and the government for research and communications. Nevertheless, all the early network protocols that now form part of the internet infrastructure were designed with openness and flexibility, not security in mind,
 even though recognition of vulnerabilities date back at least to 1988 when a student called Morris created a worm that invaded ARPAnet computers and disabled roughly 6’000 computers by flooding their memory banks with copies of itself.
 

In the early 1990s, the nature of the internet changed significantly as the US government began pulling out of network management and as commercial entities offered internet access to the general public for the first time, a development that coincided with the advent of increasingly powerful, yet reasonably priced personal computers with easy-to-use graphical operating systems.
 The commercialisation of the internet had a considerable impact on making the network inherently insecure, because there are significant market-driven obstacles to IT security: There is no direct return on investment, time-to-market impedes extensive security measures, and security mechanisms often have a negative impact on usability,
 so that security is often sacrificed for functionality. 

Beyond the various governing boards that work to establish policies and standards, the internet is bound by few rules and answers to no single organization. The internet is therefore a primary example of an unbounded system, a system characterised by distributed administrative control without central authority, limited visibility beyond the boundaries of local administration, and lack of complete information about the network.
 While conventions exist that allow the various parts of the internet to work together, there is no global administrative control to assure that these parts behave according to these conventions.
 

Another factor that contributes to the vulnerability of the internet is the rapid growth and use of the network, accompanied by rapid deployment of network services involving complex applications. Often, as seen above, these services are not designed, configured, or maintained securely. In addition, it is believed that the security problems of the technical subsystems of today will become worse in the future. We are facing an ongoing dynamic globalisation of information services, which – together with technological innovation, as described shortly above – will lead to a dramatic increase of connectivity and complexity of systems, causing ill-understood behaviour of systems, as well as barely understood vulnerabilities.

…and Its Link to the Critical Infrastructure Protection Debate 

Technological insecurity in isolation would most likely not cause the same amount of concern across such a variety of actors in a variety of policy fields if it were not for dependency – or more precisely, society's dependence on these technologies, which makes technological insecurity a potential threat to the functioning of highly developed societies. This is how cyber-threats came to be anchored firmly in the security political agenda: in connection with the larger context of critical infrastructure protection (CIP).

CIP as a policy issue has risen to the top of the security agendas of many countries in the last couple of years. It is clear that protection concepts for strategically important infrastructures and objects have been part of national defence planning for decades, though at varying levels of importance. Towards the end of the Cold War and for a couple of years thereafter, however, the possibility of infrastructure discontinuity caused by attacks or other disruptions played a relatively minor role in the security debate – only to gain new impetus around the mid-1990s
, mainly due to the information revolution. The US – among other factors, due to its leading role as an IT nation – was the first state to reconsider the problem of CIP in earnest, augmented by a heightened perception of the threat after the Oklahoma City bombing of 1995. After Oklahoma City, government officials realised that an attack on a seemingly insignificant federal building, outside the ‘nerve centre’ of Washington, was able to set off a chain reaction affecting an area of the economy that would not have normally been linked to the functions of that federal building. 

A direct outcome of the Oklahoma City blast was Presidential Decision Directive 39 (PDD-39), which directed the attorney general to lead a government-wide effort to re-examine the adequacy of US infrastructure protection. As a result, Attorney General Janet Reno convened a working group to assess the issue and report back to the White House with policy options. The review, which was completed in early February 1996, particularly highlighted the lack of attention that had been given to protecting the cyber-infrastructure: critical information systems and computer networks. The topic of cyber-threats was linked to the topics of critical infrastructure protection and terrorism. In 1996, President Bill Clinton started the process of developing a national protection strategy with his Presidential Commission on Critical Infrastructure Protection (PCCIP), and this has remained a high-priority issue ever since. In a clear case of policy diffusion by imitation,
 numerous countries have drafted protection policies of their own. 

This development has to be seen in connection with one of the biggest catchphrases of the time: ‘asymmetric vulnerability’. Throughout the Cold War, asymmetry had already been an important element of US strategic thinking, but was seldom called by that name.
 After the Cold War, the US began to fear that its huge conventional military dominance would force any kind of adversary – states or sub-state groups – to use asymmetric means, such as dirty bombs, information operations, or terrorism. The intention of asymmetric tactics is to circumvent an opponent’s advantage in terms of capabilities by avoiding his strengths and exploiting his weaknesses.
 This adjustment can be seen as part of the US Department of Defense’s struggle to understand the post-Cold War security environment. Basically, since the global distribution of power was asymmetric, it followed that asymmetric strategies would evolve naturally.
 The concept of an asymmetric threat or vulnerability connotes that ‘the enemy’, clearly doomed to fail against America’s mighty high-tech war machine in any conventional conflict, will instead plan to bring the US to its knees by striking at vital points at home
 – these points being fundamental to the national security and the essential functioning of industrialised societies as a whole, and not necessarily to the military in particular. These vital points are called ‘critical infrastructures’ (CI) in today’s security debate.

The concept of critical infrastructures usually includes sectors such as information and telecommunications, financial services, energy and utilities, and transport and distribution, plus a list of additional elements that vary across countries and over time.
 Attacking infrastructure has a ‘force multiplier’ effect, allowing even a relatively small attack to achieve a much greater impact. As the CI delivers a range of services that individuals, and society as a whole, depend on, any damage to or interruption of the CI causes ripples across the technical and societal systems. For this reason, CI structures and networks have historically proven to be appealing targets for a whole array of actors.

A sense of urgency is created not only by society’s ever-increasing dependence on ICT, but also by the way that ICT are becoming all-embracing, are connecting other infrastructure systems, and are creating interrelationships and interdependencies between the latter. The interdependency factor means that critical infrastructures do not need to be attacked in any physical manner, but might be targeted for electronic or cyber-attacks, the worst-case scenario being a concerted action of qualified hackers with hostile intentions that could force a whole nation to its knees.
 

There are two sides to this particular cyber-threat image, which evolved in the 1990s: A new kind of vulnerability due to modern societies’ dependency on inherently insecure information systems on the one hand, and an expansion of the threat spectrum on the other. The falling costs, increased and large-scale availability, greater utility, and ease of use of ICT have caused this technology to propagate and to permeate all aspects of life, with the result that societies in developed countries are becoming increasingly dependent on it for their well being, every-day life, work, economic transactions, comfort, entertainment, and many personal interactions.
 In addition, the perception today is that there are a variety of actors in cyberspace who are willing to contravene national legal frameworks and hide in the relative anonymity of cyberspace. The growing prevalence and aptitude of these cyber-based threat actors is seen as considerable threat to national security, because they seem to have the capacity to inflict significant damage through tools that are readily available and relatively easy to use by those with even a cursory knowledge of, and skills in using, computer technologies.
 

In this chapter, we have focused particularly on the inherent insecurity of the global networked information infrastructure, the rise of new actors, and the link to the critical infrastructure protection debate as key reasons for the emergence of cyber-fears. We have argued that the new factor in information-age security is mainly to be found in a changing technical foundation and society’s dependency on it. In a next step, we would like to take this argument further and explore what this means for security and governance. 

Implications of the Information Revolution for Security and Governance

To interpret what this technological expansion actually means for the individual, for society, for the state, or for international relations implies a great deal of speculation. For a number of reasons, which are conceptual and theoretical as well as empirical, there is no simple answer to what has changed to what degree. First, the developments triggered by the information revolution are recent and ongoing, and difficulties in grasping their true proportions are inevitable, because we ourselves are in the midst of the process. Second, the possible implications are far from straightforward: Many observe that the present epoch is marked by persistent opposites and derives its order from episodic patterns with very contradictory outcomes.
 Nonetheless, to identify features of the information age, we first want to assess the main literature concerned with the information revolution and its impact on international security. On the basis of these arguments, we then venture to identify what can be called ‘new’ and transformative. 

A Change in Power Structures?

One of the core arguments in the literature on the information revolution, which is strongly influenced by a liberalist world-view, is that the technological development leads to a shift in power structures, away from the state to a diversification of influential actors. Two central and interlinked developments are said to reveal the nature of the change: the changing nature of power and the redistribution of power. 

The changing nature of power is seen as a result of the growing importance of information technologies; it is said that the main locus of power resources has been shifting from military, to economic, and now to informational resources,
 so that control over knowledge, beliefs, and ideas is increasingly regarded as a complement to control over tangible resources such as military forces, raw materials, and economic productive capability. Much of this thinking can also be found in that part of the information warfare literature that believes in a significant change in the nature of warfare due to the expansion of the battlefield to the infosphere.

The most popular and most frequently used tag to emerge from this debate is ‘soft power’, defined as the ability to achieve goals through attraction rather than coercion.
 It refers to communications, entertainment, and ideas, and has a strong cultural and psychological component. Because soft power works by convincing others to follow or getting them to agree to norms and institutions that produce the desired behaviour, the persuasiveness of the concept of soft power and the idea of structural power are closely connected.
 It has been said that international actors are more interested in exercising structural power, a power that is less visible, since the possessor of power is able to change the range of choices open to others without the apparent use of pressure.
 

Of course, the reality and importance of soft power is a matter of much controversy, and realists are naturally among the most virulent critics of that concept. Even though they accept economic factors as being important to the extent that they reflect or affect national power or capabilities, they hold that the mightiest of all forms of power remains the military pillar. In addition, even though the information revolution has put ICT in the hands of non-state actors, it is still the state that has the information advantage most of the time: strategic information is not widely available, and actors other than states mostly lack the abilities and resources to collect and edit specific information.
 

Liberalists, on the other hand, claim that there are two interlinked factors leading to a redistribution of power due to the information revolution. They purport that on the one hand, the information revolution enables an ever-widening range of actors, giving them access to more or less powerful information tools for the rapid collection, production, and dissemination of information on a worldwide scale. This development leads to the skill revolution,
 signifying the strengthened position of individuals due to the expansion of their diagnostic capabilities, which make citizens more competent and sharpens their analytical skills. Since many of these thinkers view information as a central power resource, on the other hand, the argument runs that the individual gains considerable influence, and, as a consequence, demands more authority in various issue areas, which then again leads to a rearrangement of global power relationships, and is likely to result in a skewed, complex, and volatile pattern of power distribution.
 

The problem with these observations is that, although a lot of the claims about changes in power structures ring true, it is very hard to produce any stringent empirically-grounded research either for or against the anecdotal evidence that is frequently offered in support of this view, the main reason being that the underlying concepts are very hard to operationalise; even for realists, for whom power is the key concept, there is no clear consensus on how to define the term or how to measure it.

In addition, most of these claims are based on the premise that an increase in information and communication technologies automatically means a qualitative difference, and are therefore implicitly using the traditional power as resource approach, which measures power as the sum of military, economic, technological, diplomatic, and other capabilities at the disposal of the state, which are a function of control over specific types of resources, such as territory, population, energy, etc.
 However, even if we were to count the numbers of computers connected to the internet, the use of mobile phones as a percentage of the overall population of a country, or the whole extent of the information that is available on the World Wide Web, no convincing conclusion is possible as to the impact of these factors.
 

Even though it is obvious that quantities are important, only our attribution of a meaning to them will allow us to theorise reliably about the information age. Meaning is the link connecting quantitative changes (causes) to qualitative changes (consequences). In fact, without a discussion of how we attribute meaning to quantities, we have no way of knowing when change becomes significant, or when it is or becomes truly transformational.
 In addition, we must also be aware that change is inherently a matter of perceptions. Not only is change an evolutionary process rather than a single event with clearly discernible beginning or end, change is also not universally given; it is rather a question of scales, and of arbitrarily chosen reference points. In a short-term or micro perspective, last year was fundamentally different from this year – in a macro or long-term perspective, truly fundamental alterations of the deeper dynamics and patterns of power, authority, status, and nature of social institutions are lacking.
 

In this context, the puzzle of discovery and innovation is fundamental: How can we notice a ‘pattern’ we have never seen before?
 In fact, there is always an ad-hoc quality to the recognition of something new. While such patterns may merit consideration in their own right, the ontological validity of a perceived novelty remains unclear. Because patterns must be ‘recognised’ by the observer, any observed structure or patterns may be an artefact of the research question; other patterns may go unnoticed for the same reasons.
 

We see the solution to this dilemma in the acknowledgement that the perception of issues – such as change – by key actors will have a considerable impact on their beliefs and actions. It makes little sense to focus on the question of ‘change or no change’ as a matter of objective truth, but it is better to concentrate on the implications of this development, the main one being the growing number of actors in the policy domain: According to the observations made above, there are more actors on the international stage today, with more influence due to the skill revolution and more knowledge at their hands, suggesting both a quantitative and a qualitative change in power structures. Ultimately, however, it does not matter whether this change is objectively ‘true’ or not, but what matters is that states are willing to include non-state actors in the policy process, for various reasons, and the implications of this development for security and governance should be the focus of our attention. 

More Stakeholders in the Security Process

Today, the states’ monopoly on authority seems to have become fragmented, as a plethora of non-governmental organisations, social movements, and other transnational non-state networks compete with states for influence in a variety of issue areas.
 The result of this is the emergence of a range of often ad-hoc public and private governance structures that undermine the state both from above and from below, resulting in splintered states and fragmented authority.
 This development fosters the multiplication of unclear boundaries between the responsibilities and capacities of the state and of the private sector, respectively,
 and we can observe a increase in the number of private regimes, or regimes in which the balance of authority between public and private actors has been swinging in favour of the latter and increased their sway over decision-making.

Because of the expanding partnership between the public and private sectors to provide services, the distinction in jurisdiction, authority, duties, and, above all, risks that used to apply to different segments of societies have become blurred. Governments can no longer ‘go it alone’, and the process of policy-making is changing from a single-entity phenomenon to a multi-entity one, as it has become both customary and necessary to involve representatives of major stakeholders in the policy preparation process.
 

When aiming to secure the information age, governments are therefore challenged to operate in unfamiliar ways. They will need to share influence with experts in the IT community, with businesses, and with non-profit organisations, because the critical systems are owned, operated, and supplied by a largely private industry that is diverse, intermixed, and relatively unregulated.
 Collectively, this industry has far more technical resources and operational access to the infrastructures than a government does, so that ultimately, the private sector will have to do most of the work and bear most of the burden to make infrastructures more secure.

The mixed character of protection policies intended to secure the information infrastructure is a clear indication of this development. In the realm of cyber-threats, the maintenance of ‘business continuity’ for an individual, corporate or local actor, and security efforts aimed at national or even international security often are the same.
 Because the technology generating the risk makes it very difficult to fight potential attackers in advance, protective measures focus on preventive strategies and on trying to minimize the impact of an attack when it occurs. Apart from a basic understanding of what to protect and how to protect it, the variations in conceptions and viewpoints held by these various stakeholders logically also have an impact on protection measures: Depending on their influence or on the resources at hand, various key players shape the issue in accordance with their view of the problem. Different groups, whether they be private, public, or a mixture of both, do not usually agree on the exact nature of the problem, or on what assets need to be protected with which measures. The character of the threat itself exacerbates this situation. 
The Unsubstantiated Nature of Cyber-threats

Experts do not agree on the gravity of the cyber-threat and grapple with the answer to the question of how soon an incident with truly society-threatening impact might occur. The question is notoriously hard to answer, especially because there are too many unknowns. For one thing, the degree of vulnerability of any nation’s critical infrastructures to deliberate attacks is currently a matter of some controversy.
 Lewis in particular has argued that the assumption of vulnerability is wrong, because automatically linking computer network vulnerability to critical infrastructure vulnerability is misleading, since critical infrastructures, especially in large market economies, are more distributed, diverse, redundant, and self-healing than a cursory assessment may suggest, rendering them less vulnerable to attack.
 

To truly know how vulnerable critical infrastructures are to cyber-attack, however, we would need a much more detailed assessment of redundancy for each target infrastructure, as well as the normal rates of failure and response, the degree to which critical functions are accessible from public networks, and the level of human control, monitoring, and intervention in critical operations.
 There are two main reasons why this is difficult or even impossible: First, there are no public or even readily available data on how vulnerable critical systems might be. The computers of the defence establishment are buried under layers of secrecy and classification, and private companies are not likely to volunteer such information.
 Second, such an assessment is difficult not only because the data is not available, but also because this data alone would not be sufficient to establish criticality. On the one hand, what is considered critical is constantly changing,
 and on the other, the criticality of an infrastructure or service can never be identified preventively based on empirical data alone, but only ex post facto, after a crisis has occurred and as the result of a normative process.

Even if we are willing to believe that infrastructures are vulnerable due to the cyber-factor, the essential question then is whether there are actors with the capability and motivation to carry out such operations. Only some of the more cautious estimates on the level of threat take into account the capabilities of potential adversaries, a factor that has been part of traditional threat assessment for years.
 In this, they counterbalance a whole series of reports and publications that follow the same analytically flawed approach:
 They catalogue the dependency that comes with interconnectivity, and take it as given that the means to carry out a cyber-attack will be easily available. These analyses have identified the plethora of vulnerabilities in automated information systems and assumed that terrorist organisations or other malicious actors are willing to exploit these vulnerabilities, and therefore conclude that cyber-attacks are inevitable because this course of action provides enemies with a potentially strategic advantage over the US.

In general, cyber-threats show features also associated with other ‘new’ and often non-military threats that were moved onto the security political agendas of many countries following the disintegration of the Soviet Union.
 Even though the label new is not justified in most cases, many of these threats are distinctly different from Cold War security threats. The main difference is a quality of uncertainty about them, which is largely new and unprecedented.
 Uncertainty surrounds the identity and goals of potential adversaries, the timeframe within which threats are likely to arise, and the contingencies that might be imposed on the state by others.
 Further, there is uncertainty concerning the capabilities against which one must prepare, and also about what type of conflict to prepare for.

This leads to the fact that any attempt to objectively define the level of risk arising from cyber-threats is inherently futile. In addition, the indeterminate nature of the issue means that the perception of the risk will be contested between different social groups. In absence of any real-world occurrences, different scenarios provide the grounds on which decisions have to be made. The different actors involved in the policy process are thus competing with each other by means of constructed versions of the future.
 That national security has always been a combination of both real and imagined threats and assets is nothing new; but the nature of information and information technologies makes perceptions even more important, because there are almost no tangible facts. Because we can expect that the dearth of information as described above will continue, and as long as no actual incidents occur, the controversy about the nature and scope of the threat will no doubt extend far into the future.

This has concrete implications for the question of how best to approach the issue analytically: The elusive and unsubstantiated nature of cyber-threats means that only an approach rooted in the constructivist mindset with a subjective ontology is suitable for its analysis. Instead of conceiving threats as something given and objectively measurable, these approaches focus on the process by which a shared understanding of what is to be considered and collectively responded to as a threat to security is inter-subjectively constructed among key actors. We therefore believe that the key to understanding the information revolution’s implications for international relations and security is to look at how features of the technological environment and their implications for national security are perceived by experts and key players in the policy domain.

Conclusion

The aim of this chapter was to identify what sets security in the information age apart from security in other ages. There is one simple answer to the question ‘is anything ever new?’ It is: ‘Yes, if we see it as such’. We have taken this constructivist reasoning into account by pointing to the importance of the perceptions of key decision-makers. This is not just an intellectual exercise, because we believe that these perceptions have a direct bearing on the policy formulation process, which leads to authoritative decisions. These authoritative decisions can take a variety of forms, for example, statutes, official government regulations, executive orders, court decisions, or formal written agreements reached between political or administrative elites and other public or private actors. Understood in this way, laws (national, regional, and international), protocols, and norms of behaviour are shaped by policy-makers’ (threat) perceptions, so that they have a concrete impact on the issue area of security in the information age.

The answer is slightly less ‘simple’ if we venture to identify qualitative changes brought on by the sheer mass of information technology. This, of course, is our specific perception of the issue. Foremost, we are convinced that the forces of the information revolution have not necessarily changed the conditions of security, defined in an objective sense as the absence of threat to a society’s core values and in a subjective sense as the absence of the fear that these values will be attacked.
 In other words, the information revolution has not changed the core values of society; they have remained more or less constant over the years. What has changed significantly in our view, however, are some of the conditions for securing. This distinction between ‘security’ and ‘securing’ is slight but pivotal: while ‘security’ is a momentary static condition, ‘securing’ has a somewhat differing connotation: it involves the act of making something safe or secure and thus of actively thwarting possible threats to any given referent object of security, implying actors, politics, and policies. According to this reasoning, we can observe a qualitatively significant change in some of the means of achieving the goal of security today, which mainly affects the various obstacles along the way. 

First, the ‘threat’ against which the referent object must be secured is qualitatively different. Cyber-threats are pictured as being disconnected from a territorially-based state entity. Due to the global nature of information networks, attacks can be launched from anywhere in the world, and discovering their origin, if they are detected in time at all, remains a major difficulty. Cyber-attacks can be carried out in innumerable ways by anyone with a computer connected to the internet, and for purposes ranging from juvenile hacking, organised crime, and political activism to strategic warfare. Hacking tools are easily downloaded from the internet, and have become both more sophisticated and user-friendly. This aspect is seen to be particularly daunting because the ‘enemy’ becomes a faceless and remote entity, a great unknown who is almost impossible to track, and who opposes established security institutions and laws that are ill-suited to counter or retaliate against such a threat. In connection with the dependency of modern societies on the reliable functioning of information and communication technologies, this creates a very specific (and unprecedented) starting position for the drafting of protection policies. 

Second, the relative loss of power of state actors vis-à-vis non-state actors as a reason for the proliferation of information technology – or at least the perception thereof – leads to specific obstacles for securing efforts, as it leads to the inclusion of various non-state actors into the securing process. In the area of critical information infrastructure protection, governments all over the world actively seek cooperation with the private sector. Different types of such partnerships are emerging, including government-led partnerships, business-led partnerships, and joint public-private initiatives. Rather than indicating a loss of state power, these developments show that having come under pressure from the conditions of a rapidly changing international environment, the state is willing to adapt some of its functions to new circumstances. 

While the second point mainly reveals that any conception of security that is to be capable of dealing with the current world order needs to be linked to a much broader notion of governance than the one that characterized the Cold War, the first issue, concerning the (new) characteristics of threats connected to the information age, has additional implications for security and also for security studies. Very importantly, the unsubstantiated nature of cyber-threats opens the floodgates for all kinds of exaggerations. Even though many years have passed since the threat first appeared on the political agenda, there is still a fair amount of hype surrounding the topic, in part fuelled by careless fear-mongering on the part of government officials. The reason for this is relatively simple to determine: Producers of information security technology may benefit financially if they can scare more people into purchasing security products. Similarly, academics competing for the latest homeland security grants may be tempted to overstate the problem. ‘Professionals of security’ also play a considerable role: National security institutions are bureaucratic outgrowths of the state; deprived of their exterior enemy after the end of the Cold War, these bureaucracies had to redefine their role as protectors of society, and did so partly by adding new threats to the political agenda when the old ones disappeared. 

Most observers agree that unnecessary ‘cyber-angst’ is not particularly helpful when it comes to finding solutions. However, when ‘information-age security’ is seen through the lens of national security, exaggeration of the scope of the threat is unavoidable. For this reason, it can be argued that one solution to the problem is to focus on economic and market aspects of the issue instead.
 On the one hand, looking at cyber-security as an economic problem helps to ‘de-securitise’ the issue. Desecuritisation as the ‘unmaking of security’ has been considered a technique for defining down threats, in other words, a ‘normalisation’ of threats that were previously constructed as extraordinary because they were regarded as a national-security issue. This normalisation is a process by which security issues lose their security aspect, making it possible to interpret them in multiple ways. Desecuritisation, therefore, allows more freedom both at the level of interpretation and in actual politics or social interaction. On the other hand, to focus on market aspects of the issue will help create a market for cyber-security, which could reduce much of the insecurity of the information infrastructure, and thus also diminish the vulnerability of society. 
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