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INTRODUCTION
Information, Power, and Security – An Outline of Debates and Implications 

Myriam Dunn Cavelty and Elgin M. Brunner 
 ‘Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave us alone. You are not welcome among us. You have no sovereignty where we gather.’ 

John Perry Barlow, 
A Declaration of the Independence of Cyberspace, 1996 

John Perry Barlow’s utopian manifesto of an independent cyberspace envisages a world in which governments hold little if any power over the people, in which new information and communication technologies (ICT) allow a free market to thrive without government intervention, and where communities are bound by common beliefs and values rather than geographical location. Technology changes everything, so the credo goes. And the ‘new’ information technologies change things very rapidly and fundamentally, so that society is undergoing an enormous structural change, a revolution from an industrial society to a ‘super-industrial society’. As futurist Alvin Toffler put it, humankind has passed through the first wave of the agricultural revolution and the second wave of the industrial revolution, and is now in the midst of a third wave of turmoil, where technology drives an information society free from traditional economic, political, and cultural constraints.
 Thus, according to Toffler, ‘the political technology of the Industrial Age is no longer appropriate technology for the new civilization taking form around us. Our politics are obsolete.’
 

Indeed, who has not often felt that technology is fundamentally changing our way of life? Who can escape the ‘suggestive power of virtual technologies’?
 We are reminded almost constantly that we live in the information age – we communicate through the internet, we use mobile phones, we get immediate worldwide news, we download music and movies, we buy merchandise online, and we reserve plane tickets and book hotel rooms on the web. And it is not only as individuals that we feel the impact of this development daily: Entire segments of public life, including such diverse sectors as culture, business, entertainment, and research, have been revolutionised by the new technology. The marriage of computers and telecommunications, the integration of these technologies into a multimedia system of communication that has global reach, and the fact that they are available worldwide at low cost seem to be bringing about a fundamental transformation in the way humans communicate and interact.

But however much consensus there may be on the growing importance of ICT today, agreement is far more elusive when it comes to pinning down the impact of this development on security or other issues. In this introduction, we therefore aim to broadly discuss the ‘information revolution’ in relation to security matters. In particular, we want to outline the current debates and the possible implications of current developments. This undertaking is complicated by the fact that the ‘information revolution’ is a very fuzzy concept: Many different parties currently use the term for many different facets of an elusive phenomenon, leaving the researcher with a confusing diversity of usually poorly defined concepts. A clarification of terms and concepts is thus much needed, but so is a discussion of possible consequences. 
What Information Revolution?

Undoubtedly, the information revolution is closely linked to the relatively recent technological development in information processing and communication technologies and to the rapid global dispersion of these technologies – most significantly, to the ascent of ‘the internet’, a global decentralised communication network of computer networks. For many observers, it is the most popular and most amazing manifestation of ICT, and it enjoys a phenomenal growth rate. In only very few years, it has become the bloodstream of the information revolution. 

The internet’s success story is truly dazzling: not only has it transformed the way business is done and how people interact, but it has also given rise to new socio-cultural patterns such as hacker communities. It has given birth to new forms of art, stimulating the imagination of designers, writers, and the movie industry. Overall, the internet has come to be an essential part of many lives and a source of inspiration. It creates a new dimension, a detached place that has come to be called ‘cyberspace’, a term that stands for the fusion of all communication networks, databases, and sources of information into a huge, tangled, and diverse blanket of electronic interchange; this global fusion of networks creates a ‘network ecosystem’, a place that is not part of the normal, physical world: it is ‘virtual’, or in other words:

Cyberspace is a bioelectronic environment that is literally universal, it exists everywhere there are telephone wires, coaxial cables, fiber–optic lines or electromagnetic waves. This environment is inhabited by knowledge, existing in electronic form.

There can be no doubt that the recent technological development has been an indispensable trigger for change. The decreasing costs and increasing performing power of computers ‘have led to the application of information technologies (IT) in virtually all corners of society’.
 In other words, with the advent of the internet, there has been a vast increase in speed, capacity, and flexibility in the collection, production, and dissemination of information. This technologically deterministic approach, which, according to the major theorist of information society, Frank Webster, is only one among five possible analytical definitions of this ‘revolution’,
 emphasises the most commonly accepted feature of this current period.

Nevertheless, neither the breakthroughs in information technologies nor their ubiquitous application can per se be considered a revolution. In fact, it is questionable whether we are experiencing any revolution at all. The term ‘revolution’ usually designates a sudden, radical, or complete change.
 Indeed, in subjective perception, the changes and developments all around us may seem rapid enough to be called sudden, radical, or fundamental. A closer look, however, reveals transformations that are less sudden, violent, and fast. From this perspective, the alleged ‘revolution’ instead resembles a gradual process with neither a clear beginning nor a foreseeable end, making the applicability of the term ‘revolution’ in the narrower sense somewhat questionable. The term ‘evolution’ would seem much more appropriate: it better describes the gradual adjustment and the non-linearity of the development. Nevertheless, in the context of scientific-technical transformation, the term ‘revolution’ has been used less strictly:
 its definitions also include concepts that can be applied to our case, for example understood as a ‘fundamental change in the way of thinking about or visualizing something: a change of theorems’, or, even more aptly, as a ‘changeover in use or preference especially in technology’.
 

Be it a revolution or an evolution, in order to arrive at a meaningful analysis of the consequences, it is crucial to take into account that technology is not an abstract, exogenous variable, but is rather inherently endogenous to politics.
 Computer networks and the communications they carry are produced by people, and people live in physical space, under the rule of law. This embeddedness means that ICT and people can only be fully examined from an overarching perspective that encompasses an understanding of the social, economic, political, and technical dimensions. Or, as one author in this volume aptly puts it: ‘[T]he political implications emerge when physical objects fuse with human rules and institutions.’
 Hence, for the purposes of this volume, we define the information revolution as a phenomenon whose consequences are unfolding in a space already shaped by thousands of other influences, such as institutions, traditions, cultures, etc., even though it was initiated by the recent technological development in information technologies, leading to the application of these technologies in ‘all corners of society’. 
The range of stakeholders and issues potentially affected by the information revolution is exceptionally wide, encompassing individual human beings as well as nation-states and the international system at large. The focus of this book will mainly be on the nation-state as the fundamental unit and building block of the international system, even though cyber-security is a multi-dimensional and multi-disciplinary public policy issue area, not to mention multi-stakeholder participation in policy initiatives.
 The reason for this is that we are primarily interested in the role of the state in securing the information age. However, we do not and cannot focus on all states; the reason being that ‘the multiple imbalances that characterise the diffusion of novel information and communication technologies […] along income, gender, age and many other socioeconomic categories’,
 commonly discussed under the heading of the ‘digital divide’, have created a world of haves and have-nots when it comes to the information revolution. In other words, there is a considerable disparity between rich societies and low-income countries in terms of access to ICT. In fact, this digital divide also has concrete implications for security matters, which we will address further below. When we develop our arguments about the potential consequences of the information revolution for security in this volume, it is important to be conscious of the fact that most of the debate only applies to high-income states. Through its selection of authors, topics, and approaches, the collection at hand perpetuates the Western views on ICT and information age security, which are in some cased not relevant to the developing countries.
What Consequences? 

Having defined the phenomenon and discussed the usefulness of various definitions, we will now move on the consequences. How, then, does the information revolution relate to and affect the state and the international system more generally? Various arguments are advanced in the literature: the transnational architecture of the global information network has made territorial borders less significant; the application of information technologies to both the military and the civilian realm leads to a blurring of boundaries between the political, military, and civilian spheres; as a consequence of the empowerment of an ever growing number of actors with information, the distribution of power has become increasingly volatile and complex not only among states as parts of the international system, but also with regard to private businesses and politicians, as well as transnational and non-governmental entities.
 

‘Cyber-libertarians’ like John Perry Barlow tout the information revolution as a technological leap forward that will inevitably and irrevocably transform all aspects of life.
 However, this view met with resistance almost as soon as it made its appearance. More sceptical observers point to the limited economic and social impact of information technologies and argue, as we have above, that the process of change is more evolutionary than revolutionary. They point to the superficial impact of ICT in enhancing productivity or transforming industrial economies; they also warn against adopting a technological deterministic approach to the changing nature of society and politics.
 Those who enthusiastically preach the many advantages of the ‘Information Age’ and who see a broad array of new options opening up thus find themselves opposed by others who give more emphasis to major threats and substantial dangers arising as a consequence of the application of the new ICT to the whole spectrum of society. In between these two extremes, there are others who regard the new developments both as an opportunity and as a risk.

Cyber-enthusiasts and the Positive Consequences of the Information Revolution

Cyber-enthusiasts concentrate on the growing opportunities that the worldwide application of the new information and communication technologies has opened for all societal actors – individual, economic, political, and cultural – and emphasise that access to all sorts of information, and the ability to diffuse it broadly, leads to an empowerment of these societal actors vis-à-vis the state. At the same time, they believe that the applications of the very same technological developments have the potential to enhance the efficiency of government agencies and help to establish closer cooperation between the state and society. 

In connection with the concept of the ‘information society’, many information age theorists and politicians claim that the internet has a democratising effect.
 These thoughts have also triggered a debate over ‘teledemocracy’ and the use of the internet to support increased civic participation in the democratic process.
 Scholars usually maintain that the internet may suppress democracy as well as promote it, depending on many determining factors: future development, attractiveness, accessibility, availability, regulation of ICT, the unhindered flow of information, and human behaviour, which is a very important variable.
 However, the overly euphoric prophets of the internet’s many virtues again seem to forget that it is entirely shaped by human beings, and by itself is no more than a vessel, or a means of distributing content. The internet will never be able to change human basic psychology, and thus, the human factor remains the most challenging, uncertain, and most important part of the equation.

Among the advocates of the ‘Information Age’, we also find those who tout the opportunities of the information technology for the military. Those who stress the importance of the current Revolution in Military Affairs (RMA), which is due to the application of the recent technological developments to the whole range of weapons systems, information-gathering, communication, and surveillance, regard the global information environment as having become a ‘battlespace in which […] technology is used to deliver critical and influential content in order to shape perceptions, manage opinions, and control behaviour.’
 Under such a paradigm, due to the hallmarks of the information revolution, such as the transparency of events and the global immediacy of coverage, the concepts of information warfare and information operations play an increasingly important role to the extent that, for some, ‘the most – perhaps only – effective weapon in this battlespace is information.’
 In proclaiming all these supposedly positive implications of the emerging ‘Information Age’, many scholars (predominantly from the US) rely on the assumption that ‘fortunately, the information revolution strengthens our hand’.

Cyber-pessimists and the Negative Consequences of the Information Revolution

The other side emphasises the ‘negative’ implications of the so-called information revolution by indicating the multiple dangers and major threats that arise from the application of the new technologies to the entire spectrum of societal activity. The dangers and threats originate from varying sources, depending on one’s perspective and the subject matter that is considered to be at risk. While some futurists expect a blending of technology and culture that not only threatens identity, but leads to the migration of entire societal strata of the information society towards the so-called ‘infosphere’,
 others more cautiously warn that the internet is not an inherently democratising factor
 or that the whole revolutionary undertaking could become a ‘control revolution’.
 While David Shenk, for example, warns that ‘information overload threatens our ability to educate ourselves, and leaves us more vulnerable as consumers and less cohesive as society,’
 David Rothkopf points to the potentially disastrous consequences of disinformation practices in an economically globalised world. 
 

Others emphasise that the smooth, reliable, and continuous operation of key sectors of modern society, including those vital to national security and the essential functioning of industrialised economies, depends on a range of highly interdependent national and international software-based control systems. Vulnerabilities in these infrastructures are believed to be on the rise due to increasingly complex interdependencies. In addition, the overall capability of malicious actors to do harm is seen to be enhanced by inexpensive, ever more sophisticated, rapidly proliferating, and easy-to-use tools in cyberspace.
 

Warnings are frequently sounded concerning the consequences of applying the new information and communication technologies to the military realm: Experts generally reject the notion that information warfare is less violent than conventional conflicts, a dangerous misperception that is compounded by a blurring of the boundaries between the civilian and the military realms, with important implications for international humanitarian law. On the one hand, Michael Ignatieff, for example, points out that the supposedly surgical strikes of information warfare are not a priori less bloody than conventional operations, but that the ‘bloodiness’ of a war depends on the perspective; e.g., Kosovo was the first war with no fatalities for the West due to its technological omnipotence and risk-averse political culture; nevertheless, the ‘technological superiority is […] not a guarantee of national security and there is no reason to believe that zero-casualty, zero-risk, zero-defect warfare will actually result in a safer world, or even a world safer just for Americans. Virtual war, therefore, is a dangerous illusion.’
 On the other hand, certain observers identify important tendencies towards convergence between military and the civil technologies, leading to the militarisation of society at large and turning every conflict into information warfare and, as a consequence thereof, point to the ‘sham humanitarian nature of information weapons’.
 Charles Dunlap points to the need for both state leaders and soldiers to recognise the potential of modern technology. More important, he argues, is the realisation that such technology ‘will never substitute for answering the kind of ‘hard questions’ of law, ethics, and policy that will continue to re-complicate moral life on the 21st century battlefields.’
 

Information as a Resource of Power

A common feature of most of the literature on the information revolution, and of many of the points made above, is the particular belief that in the ‘information age’, information is becoming the major resource of power. The famous notion of ‘soft power’, for example, rests on the contention that ‘power is passing from the capital-rich to the information-rich.’
 This conception of power is founded largely on the classical economic reasoning that, in an era of increasing economic interdependence and ever-increasing market liberalisation, the party with an informational advantage (both as a consumer and as a producer) is in a better position to generate profit – which can be transformed into whatever ‘commodity’ is deemed most appropriate for consolidating power – at the expense of, and relative to, competitors. Consequently, such reasoning implies that ‘the one country that can best lead the information revolution will be more powerful than any other.’
 However, it is of course also worth considering that this very country may also, as a consequence of its ‘Information Edge’, become increasingly vulnerable to asymmetric and – in the broadest sense – IT-induced challenges. 

Others, such as Jeffrey Hart and Singbae Kim,
 analyse the information revolution as part of a perpetual technological development and, therefore, identify a recently increasing linkage between technological power and informational power, which they call ‘technoledge’. This, they argue, constitutes a qualitative change. This qualitative change could be due to the fact that ‘information everywhere is seen and used as a state’s strategic resource’ on the one hand, while, simultaneously, information is increasingly becoming an object of mass consumption in all countries.

One of the core arguments in the literature on the information revolution, intertwined with the argument about information as a resource of power (or even as the resource of power par excellence), is that the technological development enhances two trends that diminish the importance of the state, both of which have implications for security: increasing internationalisation and increasing privatisation. It is evident that both tendencies have security implications for the state and its powers. Two central conflicts reveal the nature of the ongoing redistribution of power: first, the notion that the information revolution empowers new forms of international actors, such as NGOs and activists, thus challenging the state’s status as the major player in the international system; and second, the idea that the emergence of a global electronic marketplace would inevitably imply a collapse of the state’s economic pillar of power as companies increasingly become global citizens and economic boundaries no longer correspond to political ones. Both of these trends have particular implications for nation-states’ room for manoeuvre when it comes to security.

Whether or not the information revolution presents a challenge to the function and status of the state as a prime actor is one of the most extensively discussed topics among information revolution scholars. The most extreme view is that ‘global villages’ and non-territorial actors will make the nation state obsolete altogether.
 Even though such radical changes are implausible in the short term, the state’s primacy as the central actor in international affairs is indeed being challenged by ICT: it experiences difficulties in retaining its role as provider of security and economic well-being to the public, thus jeopardizing two of the state’s main duties. For example, states face difficulties in providing substantial security against the threats of information warfare and ‘cyber-terrorism’, and since economic activity is increasingly being conducted beyond the confines of individual states, their ability to secure and control it is being further reduced. Because of ICT, international actors not restricted by geography, such as multinational corporations (MNCs) and some non-governmental organisations (NGOs), are increasingly able to act internationally with little regard for the demands of individual states.
 Demands for transparency in the political process force governments and state-like organisations to provide information in an easily accessible format, causing states and their institutions to lose their traditional monopoly on information. 

Furthermore, because economic relations between states, as well as a shift towards the service sector in most developed countries, seem to have such a significant effect on the current conduct of international relations, the changing economic substructure becomes exceedingly important for considerations of change in the operating environment. The importance of knowledge and information as a source of wealth has led to the idea that the future might belong to ‘virtual states’ that have little military power and natural resources, and hardly any agriculture or manufacturing sectors, but are highly skilled in using managerial, financial, and creative tools to manage assets in foreign countries.
 

In accordance with this view, interstate violence is likely to decline, mainly because the information revolution knits countries closely together, but also because traditional conquest using military hard power seems incongruous in such an environment; armies can only seize real estate, which does not confer knowledge or capital and is basically worthless to the virtual state.
 The most remarkable aspect of this idea is the notion that ultimately, these entities will compete for information resources: developed nations will no longer struggle for political dominance, but for their share of global information output. These states do not need or desire additional territory, because their skilled workforce, capital, and information trump the traditional territorial factor.
 However, this view clearly fails to address new threats that arise from increased dependence on ICT and the increased vulnerabilities that can be exploited by other actors. New dimensions of mercantile and economic conflict, concerning, for example, intellectual property issues, will become more and more important in the future. An arsenal for ‘information warfare’ would constitute an excellent tool at any level of conflict, particularly between ‘virtual states’, which we will discuss in the following. 

Information, Power, and the Implications for Security
More specifically, the information revolution has dramatically increased the importance of information in the strategic world, alongside existing traditional physical military capabilities, and the information domain has moved to centre stage in combat operations. This has given rise to new forms of warfare. Many aspects of modern wars are shaped by new doctrines for conducting so-called ‘information operations’, with substantial implications for military affairs, politics, and society as a whole.
 This military doctrine contains the candid announcement of the intention to exploit information operations as a tool for international politics detached from military battlefield operations – e.g., to conduct computer espionage and computer sabotage as well as ‘truth projection’ over electronic mass media at all times. In addition, information operations concepts are directed at civilian targets at the physical, psychological, and virtual levels.
 
This change in the scope and space of warfare brings new challenges for the protection of society. The development towards wilful integration of civil infrastructure and stronger shift towards the deception of entire societies is alarming. Scenarios for future warfare assume that combat will no longer be an act of last resort; because of the low likelihood of incurring combat casualties, the reduced cost of engaging in conflict, and the anonymity enjoyed by the actual combatants in delivering strikes, it becomes much easier to commit acts of war. The expansion of the battlefield to include human perception and the ‘virtual space’ threatens to result in even more civilian involvement in conflicts. This is likely to be reinforced by the dual-use nature of most targets in the information infrastructure as well as the dual-use character of new weapons and information tools used in information operations.
 

Information operation concepts enhance the focus of security policy on the vulnerability of civil infrastructures, and thus ultimately raise an array of questions about the nature, scale, and management of future international conflicts. The information infrastructure – the complex combination of computer networks and communications systems that serve as the underlying infrastructure for organisations, industries, and the economy – has become a key asset in today’s security environment.
 All critical infrastructures are increasingly dependent on the information infrastructure for a variety of information management, communications, and control functions. This dependence has a strong national-security component, since information infrastructure enables both economic vitality and military and civilian government operations. In particular, the information infrastructures of the government and the military depend on commercial telecommunications providers for everything from logistics and transport to various other functions.
 Current trends, such as the opening and liberalisation of markets, globalisation processes that stimulate the cross-national interconnection of infrastructures, and widespread access to telecommunications networks, are heightening the security requirements of the infrastructures in countries across the entire world. 

In addition, there are also dangers arising from society’s dependence on information and communication technology systems. For one thing, many of the networks and systems were built piecemeal by many different people and organisations using a wide assortment of information technologies, and with a wide range of functionalities in mind. Very few have been designed or implemented with assurance or security as primary considerations.
 There is also a historic lesson to be learned: It is a recurring phenomenon that the conveniences of a new technology are embraced long before its unwanted side-effects are systematically dealt with. The resulting ‘convenience overshoot’ may last for decades.
 Today, this approach might just be a trifle too dangerous: Too much depends on the smooth, reliable, and continuous operation of the CII. Furthermore, on the technical level, security will hardly evolve naturally or be generated by the forces of the free market alone, because there are substantial obstacles to IT security: there is no direct return on investment, time-to-market impedes extensive security measures, and security mechanisms often have a negative impact on usability.
 In his book on ‘Normal Accidents’, Charles Perrow argues that in an interactively complex system, two or more discrete failures can interact in unexpected ways, thereby affecting supposedly redundant sub-systems. A sufficiently complex system should in fact be expected to have many such unanticipated failure mode interactions, making accidents inevitable, even without external triggers.
 Even as our knowledge and competence as regards system reliability increases, demands for new functionality will likewise increase, further increasing system complexity. An inevitable ‘ingenuity gap’ arises.

In addition, states will have to address potential threats to security that will likely emerge as a result of an unequal distribution of soft power. Countries, regions, and various groups already suffering economic hardship and political and cultural alienation are unlikely to feel the benefits of information technology easily.
 Thus, while developed states may be tempted to exploit the opportunities afforded to them by information technologies in order to gain advantages over their rivals, they will have to weigh this against the cost of ignoring their vulnerability to asymmetrical threats. A reduction of security risks will not only entail increased multilateral cooperation, but also increased engagement with non-state actors – most notably those in the private sector who own information systems – and with people, states, and regions that already feel marginalised.
Structure of the Book
Considering all this, we still are left with an exceptionally broad field of enquiry because of the all-embracing omnipresence of ICT. When we look at the consequences of the information revolution for states and the international system in this volume, we particularly focus on the aspects of security. We are certainly aware of the fact that the concept of security is not easily defined in a manner satisfactory to a wide array of stakeholders.
 But we do not want to delve into the discussion on the delimitation of ‘security issues’ here, and are even less eager to define ‘security studies’. In our context, security is closely connected to the new vulnerabilities arising from the application of the information and communication technologies to nearly the whole spectrum of political and societal undertakings. These vulnerabilities may arise from the whole range of (newly) empowered actors – the individual, private, corporate, commercial, and political, governmental and intergovernmental, inter- and transnational entities – and apply to these very same actors. The new vulnerabilities include the wide array of technological applications on the one hand, and the potentially destabilising societal implications thereof on the other. Obviously, security increases when these diffuse vulnerabilities decrease.
Therefore, the question of whether a new conception of security is needed due to the information revolution is also addressed in one of the chapters in this book. Concerning what Myriam Dunn calls ‘information age security’, a conceptually dichotomous move has become discernible – namely, a distinction between ‘offensive activities such as information warfare, cyber-crime, or cyber-terrorism; and defensive activities such as information assurance or critical information infrastructure protection’. But what is the essence of this change? Do we in fact need completely new conceptions of security due to the information revolution? This volume will caution against hasty suppositions, and like all concepts in use in the information age, the concept of ‘information age security’ requires careful scrutiny. Therefore, as Dunn and others in this volume argue, it is important to adopt a historical perspective on the continuity of change and technological development and its informational dimensions, so as not to overshoot the mark. Indeed, there have been other information and communication revolutions in earlier times, all of which have significantly shaped history, human activities, and their institutions. What this shows is that the current efforts to grasp the meaning of challenges created by the information age for security should be seen in an appropriate context. Only when we know what it is that sets security in the information age apart from security in other ages can we begin to approach the topic theoretically.

Such efforts inevitably lead us to be cautious about far-reaching assertions concerning the changes supposedly caused by the forces of the information revolution. In accordance with a constructivist mindset, security in the information age is set apart from security in other ages mainly due to aspects that we, or rather, the key political players, perceive and construct as being new. Indeed, the information revolution has not changed the core values of society, nor has it changed the essential nature of security. Nonetheless, the conditions and practices of creating security have changed. This has a direct impact on state practices when it comes to securing efforts. A similar link between the dynamics of the information revolution and constructivist thinking is made in J. P. Singh’s chapter. Focusing on the notion of changing power, Singh argues that most traditional concepts of power in political science – be they instrumental, structural, or soft-power notions – describe power in terms of the capacity to do particular things or to prevent others from certain behaviour. This, he argues, is completely opposed to what information technology allows people to do and does not reflect any interaction between technology and individuals. Traditional concepts take actor identities and preferences as given. Information technologies, however, when understood as interactive technologies, are about the formation of preferences and identities. Central to this is the concept of ‘meta-power’, a kind of power that allows the redefining of other relations of power as well as the formation of preferences and identities. As the author argues, ‘information networks change the very context – understood here as identities of issues and actors – within which interactions take place.’
Another modality of the power discussion that is central to the information revolution debate is the relation between the common conceptions of cyberspace and of territorial sovereignty. It is usually argued, according to Geoffrey Herrera, that ‘territorially bound political authority will have a very difficult time controlling a non-territorial realm.’ In this view, cyberspace, as compared to territorial sovereignty, does not relate to any physical place. Herrera challenges this notion. He cites a series of examples, from the allocation of domain names and the physical infrastructure of global information networks themselves to software controls that states have successfully imposed on their own national networks, to show to what extent the common wisdom misunderstands the nature of cyberspace. Herrera observes ‘a simultaneous double-move: the territorialisation of cyberspace and the deterritorialisation of state security’.

Especially when the governance mechanisms, actors, and processes available for managing issues in the new security environment are elucidated, major challenges in connection with this deterritorialisation become obvious. Maura Conway’s chapter analyses the difficulties of internet governance in the light of terrorists’ increasing use of the medium. Both terrorism and the internet are significant global phenomena, reflecting and shaping various aspects of world politics. The political dynamic between these two might even be described as a ‘transversal’ phenomenon.
 Detailed descriptions and analysis of the clampdown on terrorists’ burgeoning internet presence, undertaken by both state-based and sub-state actors, in the wake of the events of 11 September 2001 in the US and the July 2005 bombings in London, serve to illustrate manifold governance challenges, such as the debates over the role of various actors in the governance process, including national governments and internet service providers; the appropriate legislative response to the terrorist internet presence; and the debate over free speech vs. limits on speech.

In addition, there is a growing understanding that cooperation between the public and private sectors is a key element in making cyberspace more secure. As Manuel Suter’s chapter shows, joint action is needed for at least two reasons: first, because firms are often stretched beyond their own limits in coping with incidents and in terms of risk management; second, because it is only by joint action that the numerous interdependencies can be studied adequately. However, joint action between companies is hard to establish, owing to obstacles like business competition or free riding. Thus, because cooperation is essential to cyber-security, states should foster efforts to this end, including private/public collaboration through information-sharing associations.
In conclusion, this volume focuses on the role of the state in defending against cyber-threats and in securing the information age. It is about the state regaining its authority in the field of information technologies, but also about the state adapting to the challenges of the information age. The notion that is most uncritically accepted within the overall information security debate is that state power is eroding due to the effects of information and communication technology and that the state is unable to provide security in the information age. This volume challenges the unidimensionality of this statement. Without denying that new challenges for the state have arisen, all authors in this volume argue that too much credence is often given to the spectre of an erosion of sovereignty.
Notes
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